Cybersecurity Breaches and Legal Liability Under
Private Law




Connectivity




Figure 2:

2007 2008 2009 2010 2011 2012 2013 2014 2015 2016

Data Breach Incidents by Type of Occurrence

s |risidler Theft

e Hacking [ Skimming / Phishing

s Diita 0N the Move

A ccidental Email finternet
Exposure

s SUBCORETECTON f 31 Party /
Busnes Asociate

s Eployee Error [ Negligence [
Improper Disposal [ Los

P hysical Theft

transistors

Pentiuma 4 F'rocc:hnr},] 100,000,000

MOORE'S LAW

Pantium il Processar

Pontium i Procassar,
486 DX Procownor /
386™ Frmssnr/

288 /
—
e

B0BO
8008
4004 £

|9l70 1975 1280 1985 1990

1985

Pantiuma il Proconsar
10,000,000

1,000,000

-

100,000

10,000

1000
2000




Connectivity




Scale

Scope

Outreach

Intensity

Implications




“Work Allocation” between Different Branches of Law
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