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Economics of cybersecurity

93% of attacks are preventable

= Known vulnerabilities

= Social engineering (e.g. phishing for a password)
Non-preventable ones could still be mitigated
= Keep less data

= Encrypt what is kept

But costs are high and growing

= Estimates of $500 billion per year for breaches

= Loss of customers, jobs, privacy

Question: Why is more not done to prevent or mitigate, given

the costs of an attack?




Inaction is not uncommon

Seat belt use was slow
= 1950s patented
= 1960s standard in cars
= 1970s (United States)
— Study showed 60% safer in
accident

— 80% did not use

= 1980s seat belt legislation

Air bag adoption was similar
= Low demand and supply

= Adoption was mandated

Password security as an example of economic
challenges

Password issues

= Simple passwords

= Commonly reused across
services (personal and work)

= Easy entry point for hackers

Solutions exist including
password managers

= Create, store, and use complex
passwords

= In one survey, only 12% use
password managers

= Most remember them or write
them down

A password manager only increases security if it is secure
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How to choose a password manager?
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Ranking usage features, but not underlying security

What are safeguards if there is a problem?

9. Limitation of Liability

9.1. SOME STATES AND COUNTRIES, INCLUDING MEMBER COUNTRIES OF THE EUROPEAN ECONOMIC AREA, DO NOT ALLOW THE LIMITATION
OR EXCLUSION OF LIABILITY FOR INCIDENTAL OR CONSEQUENTIAL DAMAGES SO THE BELOW LIMITATION OR EXCLUSION MAY NOT APPLY TO
You.

9.2, TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW AND REGARDLESS OF WHETHER ANY REMEDY SET FORTH HEREIN FAILS OF
ITS ESSENTIAL PURPOSE, AND NOTWITHSTANDING ANYTHING HEREIN TO THE CONTRARY:

(A) IN NO EVENT WILL Advanced Password Manager OR ITS LICENSORS HAVE ANY LIABILITY OR RESPONSIBILITY TO YOU WHATSOEVER FOR
ANY DEFECT, MALFUNCTION, DAMAGE, OR LOSS, RESULTING FROM YOUR INSTALLATION OR USE OF THIRD PARTY SOFTWARE, HARDWARE,
EQUIPMENT, PERIPHERALS, OR OTHER PRODUCTS, INCLUDING BUT NOT LIMITED TO, SOFTWARE VERSION UPDATES, CONTENT UPDATES, OR
OTHER FILES RECEIVED FROM ANY THIRD PARTY (COLLECTIVELY, "THIRD PARTY PRODUCTS"), RECEIVED IN CONNECTION WITH YOUR (OR ANY
THIRD PARTY'S) USE OF THE SOFTWARE. ALL WARRANTIES AND OBLIGATIONS OF THIRD PARTIES IN CONNECTION WITH THIRD PARTY
PRODUCTS ARE QOUTSIDE THE SCOPE OF THIS AGREEMENT AND MUST BE ADDRESSED UNDER A SEPARATE AGREEMENT BETWEEN YOU AND
SUCH THIRD PARTIES.

(B) IN NO EVENT WILL Advanced Password Manager OR ITS LICENSORS BE LIABLE TO YOU FOR ANY SPECIAL, CONSEQUENTIAL, PUNITIVE,
INDIRECT OR SIMILAR DAMAGES, INCLUDING ANY LOST PROFITS OR LOST DATA ARISING OUT OF THE USE OR INABILITY TO USE THE
SOFTWARE, EVEN IF Advanced Password Manager HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

(C) IN NO EVENT WILL Ad d d ’s OR ITS LICENSORS' LIABILITY EXCEED THE PURCHASE PRICE OF THE SOFTWARE.

9.3. THE DISCLAIMERS AND LIMITATIONS SET FORTH ABOVE APPLY REGARDLESS OF WHETHER YOU ACCEPT THE SOFTWARE.

(C) IN NO EVENT WILL Advanced Password Manager's OR ITS LICENSORS' LIABILITY
EXCEED THE PURCHASE PRICE OF THE SOFTWARE.
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Compare this with car safety today

Safety : 4
Make & Model a Equipment Overallrating ~ . v E v
AlfaFomeo Standard 2% 56% 59% 25%

Giulietta

0 BMW 6 Series Standard 86% 85% 81% 59%
GT
DACIA

DaciaDuster  Standerd  Takata, Unable to Overcome Airbag
Crisis, Files for Bankruptcy Protection

& B0 MILLISECONDS

Cybersecurity Market Failures

Negative externalities Asymmetric information
= Consequence of economic = One party to an economic
activity impacting a third- transaction knows more than
party; e.g. pollution the other; e.g. used car
quality

= Organisations do not bear all
the costs of a data breach = Hard for customers to assess
level of cybersecurity
= Leads to lower spending to

prevent breaches, since the = Less willing to compete on

cost is spread around cybersecurity spending,
since it cannot be proven to
customers

This helps explain why organisations do not always upgrade their
systems; train their employees; properly evaluate connected vendors;

minimize data storage or encrypt what is stored




Market failures require external solutions

Technology designed around
human behaviour

Regulations to address market
failures

= Automatic security updates on - Externality

operating systems
= Password complexity prompts

= Default password managers

Non-regulatory solutions

= Security testing and ratings
— Consumer Reports or Which?
— Starting for cyberinsurance

= Certification
— As with UL for electricity
— Set standards for cybersecurity

— Internalise costs of breaches

— Increased liability on breach
(mandatory disclosure, consumer
protection, etc.)

= Asymmetric information

— Mandates on features which
consumers cannot verify or assess

— Forinstance, require encryption of
stored data; limits on how long kept

New issues arising

Jeep Chrysler

= Introduced Internet-enabled
entertainment system

= Researchers could take over

brakes and transmission
wirelessly

Reaction

= Jeep recalled with security
update through USB

= But, Jeep claimed it was not a

defect, like a bad airbag, but
rather an act of vandalism

= Regulatory liability for such
attacks still not established




What’s next?

Who is responsible for deciding whether such a
vehicle would be allowed on the streets?
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