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Growing Concern: Medical Data Breaches (h))

Center
for Digital

Around 5 declared breaches per week, each affecting 500+ people
https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

& Welcome  File 2 Breach | HHS | Office for Civil Rights | Contact Us

U.S. Department of Health and Human Services
Office for Civil Rights

Under Investigation \} Archive u Help for Consumers

As required by section 13402(e)(4) of the HITECH Act, the Secretary must post a list of breaches of unsecured protected health information affecting 500 or more individuals. The following breaches have been reported
to the Secretary:
Cases Currently Under Investigation
This page lists all breaches reported within the last 24 months that are currently under investigation by the Office for Civil Rights.
Show Advanced Options

" Breach Report Results b3 L — "-"
Expand | Name of Covered Entity ¢ State | Covered Entity Individuals Breach | Type of Breach i L ion of Bi hed Infe i
Al ¢ Tyes Affected = | Submission Date | |
{ | 2 1 \ |
[+} Kansas City VAMC MO Healthcare 534 06/11/2019 Unauthorized Paper/Films
Provider Access/Disclosure
[} Worcester Eye Consultants MA Healthcare 2634 06/07/2019 Loss Other
Provider
[+] | Rosenbaum Dental Group FL Healthcare 1200 06/04/2019 ‘ Hacking/IT Incident Desktop Computer
| | Provider | |
o Humana Inc KY Health Plan 863 06/03/2019 Unauthorized Network Server
| | Access/Disclosure
(] Broome County, New York NY Healthcare 7048 05/31/2019 ‘ Hacking/IT Incident Email E P F I
Provider
o The Union Labor Life Insurance Company MD \ Health Plan 87400 05/31/2019 | Hacking/IT Incident | Email
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Recent targeted Attacks (2016-2018)

Do state institutions have the resources

a
AT

Center
for Digital
Trust

to fight hackers? The Telegraph
7
, " News
Public sector has lessons to learn as hospital trusts and GPs struggle to recover
from ransomware attack N : i ] )
UK World Politics Science Education Health Brexit Royals Investigat
= \ nature news home ~ news archive | specials | opinion | features  news blog | nature journal
1 A New Published onine 4 September 2008 | Nature | doi:10.103/news.2008.1083
News m

20. Mérz 2016, 10:05 Uhr K\mlku;w Nleu;; -
Wenn Cyberkriminelle ein
Krankenhaus lahmlegen

T

S
-

o

o

o

Lukaskrahkenhaus GmbH 2

nkenhaus

Das Lukaskrar
der Stadti
Kliniken in Neuss wurde
Opfer von

Cyberkriminellen. (Foto:

dpa)

NHS patients' genetic data targeted as
foreign hackers attack high security

+ Biomedical science: Betting the bank

Researchers criticize genetic data

Stories by subject restrictions + Genome studies: Genetics by numbers
+ Genetics .

\Healhadmedgne  FEars over privacy breaches are premature and will impede

.
MoD unit e e T T E
+ Bl

f——
) 2 ~A 2 ow : R Gastroenterologst
fshae ) (W) () Storiesbykeywords  As fears over privacy T Y S ora ety Oiago
N— —/ Save 33 prompt genetic databases Research Engineer / Research Scientist

o NH
+ Wellcome Trust

+ Broad Ingitute

in Renewable Energy

in the United States and
King Fobd Untersty of etries & Minerals

Britain to close public

+ More sclence jobs

Resources

at the moves are
remature and wil impede

New
Scientist

HOME NEWS TECHNOLOGY SPACE PHYSICS HEALTH EARTH HUMANS LIFE TOPICS EVENTS JOBS

& Send to a Friend

Reprints & Permissions

) RSS Feeds

+ Genetis@nature.com

Could an individual's health detals be
extracted from pooied geneti data?

= which contain collections
¢ thousands of people’s
WA — after research

Home | News | Health | Technology

4G f v o+

DAILY NEWS 1 September 2008

Genetic data withdrawn amid
privacy concerns

By Peter Aldhous

Getty
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Clinical Research Process

How to process,
analyze, store the

I o

a
AT

Center
for Digital
Trust

Use external data [l I] _ data?
in new research? u[l I] g . Analysis
Published results infrastructure
, Selected patients’ data

Researcher

(LDEP, 2009)
Unstructured EHR
Medical Images

Can the data be used
o for the project?

enomic Data
DNA sequences

Who has 0 A
. , m== ' -
interesting data for == ELSI board

my research?
oog ﬁ g Project
|

3 submission
UNIVER§ITE Hospitals
“ DE GENEVE

Social networks
Wearables
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Liability notions
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a4
Liability and Medical Research Data in Switzerland: The ‘CDT
legal framework

e Human Research Act (HRA)

» Data Protection Legislation ( Federal Act on Data Protection (FADP),
Ordinance

concerning the federal law on the protection of data (OLPD)

e Swiss Civil Code on the Protection of Personality Art.28-28l|
* Health Insurance Act

* Therapeutic Products Act

 General tort law (Art. 41) and Product Liability Act 1994

* Federal Constitution Art. 13 on the Protection of Privacy

* GDPR

UNIVERSITE “PFL
DE GENEVE
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Liability and Medical Research Data in Switzerland: ‘c‘é]

Scope and Conditions of HRA

HRA applies to research concerning human diseases and concerning the
structure and function of the human body which involves a person’s

biological material and health-related personal data

Art. 19 Liability 1 Any person who carries out a research project
involving persons shall be liable for damage suffered by them in

connection with the project.

However, HRA does not apply to anonymized biological material and

anonymously collected or anonymized health-related data.

UNIVERSITE “PFL
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Liability and Medical Research Data in Switzerland: ‘CADT

Center
for Digital

Data Protection Legislation
Federal Data Protection Act: Art. 13 Justification Ordinance: Art. 8 General measures 1
in processing personal data by private persons: Anyone who as private individual processes
“1 A breach of privacy is unlawful unless it is personal data or provides a data
justified by the consent of the injured party, by an communication network shall ensure the
overriding private or public interest or by law. confidentiality, availability and the integrity
2 An overriding interest of the person processing of the data in order to ensure an appropriate
the data-shall in particular be considered if that level of data protection.
person: In particular, he shall protect the systems
[...] e. processes personal data for purposes not against the following risks:
relating to a specific person, in particular for the a. unauthorised or accidental destruction;
purposes of research [...] and publishes the results b. accidental loss;
in such a manner that the data subjects may not be] - ¢- technical faults;
identified”. d. forgery, theft or unlawful use;
e. unauthorised alteration, copying, access
UNIVERSITE or other unauthorised processing. =PFL
DE GENEVE
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Legal Challenges Regarding Medical Research =

Data (incl. Genomic)

In general:

* Informed Consent

* Ownership of data

* Codes of conduct for the
researchers

* Management of sensitive Big
Data (storage and accessibility)

* Genomic data not fully
anonymizable

UNIVERSITE
DE GENEVE

a
AT

Liability connected:

New DPA

26 different legislations per
canton

Adaptation to the parallel
developments in Switzerland:
SPHN

Disclosure of secondary finding
to patients: Researcher liable?
GDPR compatibility: Liability vs.
Accountability (Art. 5 GDPR,
Recital 74)
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Conclusions:

* The applicable law on assessing liability for the
breaches of medical data depends on the type of
research and the data involved.

* There are many ethical, legal and technological
challenges regarding the regulation of the use
medical research data in the context of Precision
Medicine that need to be addressed.
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Security and Privacy in
Personalized Medicine

Technologies for
Privacy Protection
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A Plethora of Attacks Against Genomic Privacy
Lin et al. 2004 Science: 75 or more SNPs (Single Nucleotide
Polymorphisms) are sufficient to identify a single person
Homer et al. 2008 PLOS Genetics: agéjregated genomic
data (i.e., allele frequencies) can be used for re-identifying an
individual in a case group with a certain disease

Privacy

Gymrek et al. 2013 Science: surnames can be recovered
from personal genomes, linking "anonymous” genomes and
public genetic genealogy databases

Lipper et al. 2017 PNAS: Anonymous genomes can also be
identified by inferring physical traits and demographic

a
AT

Center
for Digital
Trust

High—

Medium

Low -]

i Insufficient for future genomic research
\
\‘\
\
\

Needed to find genetic relationshops

\\

\\

=& lnsufﬂment for privacy protection

——

Independent SNPs
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£ —?ﬁiiii
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Age, height, weight, etc. I‘_‘I .
Standard de-identification and T Eyeccer X T
anonymization techniques are O - - o
ineffective with genomic data ¢ pHsTSAT
() 100 ng DNA «m
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e
Centralized approach (e.g., Human@-’
Longevity, Genomics England)

n - . €O
DPPH Data Protection in Personalized Health i

r
Trust

P4 (Predictive, Preventive, Personalized and Participatory)
medicine
Revolutionize healthcare by providing better diagnoses and targeted
preventive and therapeutic measures

Technical Challenges: Suategic Foous Area
Interoperability m Health Personalized Health _
Efficiency and usability in data sharing R and Related Technologies

Scalability/Big Data
Mitigation of privacy risks and compliance with data protection

Centralized vs Distributed Approaches:

Institution B Institution C Institution B Institution C

Centralized
o M el gHes

-
\ / Distributed approach (e.g., Beacon

GA4GH, Swiss Personalized Health

s ) : [+
Single point of failure [] |:-I:| & Network - SPHN)
EEE U . .
Impossibility of outsourcing L Institution A * Distributed trust E P F L
individual patient data Institution & * Take computation to the data
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Technologies for Privacy and Security Protection

Traditional Encryption

* Protects data at rest and
in transit

* Cannot protect
computation

Homomorphic Encryption

* Protects computation in
untrusted environments

e Limited versatility vs
efficiency

Trusted Execution

Environments

* Protects computation with
Hardware Trusted Element

* Requires trust in the
manufacturer, vulnerable to
side-channels

Differential Privacy

* Protects released data from
inferences

* Degrades data utility
(privacy-utility tradeoff)

fcs
Ve

enter
for Digital
Trust

Secure Multiparty

Computation

¢ Protects computation in
distributed environments

e High communication
overhead

Distributed Ledger

Technologies (Blockchains)

 Strong accountability and
traceability in distributed
environments

* No privacy by default

=PrL
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System and Threat Models

Clinical Site
Governmental SPU

2W 5

S

% &
A ¥
Q : # of Patients » CI|n|caI Site

Investigator n
(I) | HE N |
| || <—>
Clinical Site with .
Cloud-based

local SPU

SPU Clinical Site

SPU: Storage and Processing Unit

n
DPPH
T

a.
AT

Center
for Digital
Trust

g Malicious-but-covert
adversary:

v Honest-but-curious

.9 adversary:

* honestly follows the protocol

* tries to infer sensitive data
from the different steps of
the protocol

* can tamper with the protocol
* tries to infer sensitive data
from the query end-result

=PrL
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o . € or
Main Privacy and Security Challenges i

r
Trust

( Loss of data confidentiality due to illegitimate access to the data
o External (hacker) or internal (insider) attacker stealing the data

%

=» Standard encryption can protect data ONLY at rest or in transit BUT
NOT during processing (e.g., in the memory)

( Patient re-identification due to legitimate access to the data

o Malicious users performing “smart” data requests in order to re-identify
patients in a specific dataset (e.g., patients with HIV)

= De-identification or anonymization is ineffective with genomic data

DPPH cPFL
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Envisioned Secure Infrastructure for Privacy-Conscious Pl
. . . DT
Medical Research in Switzerland

Trust

The one-stop-shop for data science DPPH/Renku Blockchain

-

€ RENKU \
\ DPPH Distributed DF.’PH DIStrIbL!ted
: Privacy-conscious

Access Control .
Processing

DPPH Immutable “I DPPH Inference
Log i resistance

Renku Provenanc!
and
Reproducibility

Renku Big Data
Platform

RDN: Regional Data Node

Dppn DCC: Data Coordination Center E PFL
BJ
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MedCo: Demo Video
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Conclusions @<or

for Digital

Worldwide, the confidentiality of health data
IS In jeopardy

Precision medicine dramatically increases
the amount of data

Technology alone will not solve the problem

The Data Protection in Personalized
Health Project is a (Swiss) response to these
concerns
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Useful Links and Further Information

https://dpph.ch

Abo v Project documentation  Related projects

https://genomeprivacy.org

oM PUBLICATIONS SEAI Ul EW! EVE! misC

@ GenomePrivacy.org

The community web site of

Data Protection “
in Personalized Health

Personalized Medicine, Personalized Health

genome privacy and security

by the Strategic Focus
h and Related
Technalogies (PHRT) of the ETH Board.

https://medco.epfl.ch o o)

Publications Research Groups News Events FAQ

Community website

Searchable list of publications on
genome privacy and security

News from major media (from
Science, Nature, GenomeWeb, etc.)

0 Research groups and companies
+TH involved

Tutorial and tools
Events (past & future)

MedCO

Collective protection
of medical data +
Bt

Search our database » Check out map » Go through latest news » Check out Iatest events » Frequently asked questions

a
AT

Center
for Digital
Trust

https://c4dt.org

C4 DT Domains ~ Topics ~ News

y. B
Aot

Center
for Digital
Trust

BUILDING TRUST IN
THE DIGITAL WORLD
TOGETHER
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