
C4DT | Presentation | 2019 1

ria.kechagia@epfl.ch
juan.troncoso-pastoriza@epfl.ch

Liability, Privacy and Security in Medical 
Data Sharing: the Swiss Experience

Ria Kechagia
Juan Ramón Troncoso-Pastoriza 

mailto:Ria.kechagia@epfl.ch
mailto:juan.troncoso-pastoriza@epfl.ch


C4DT | Presentation | 2019 2

• Introduction

• Facts about medical research data

• Data Protection in Personalized Health Project

• Liability

• Legal framework

• Challenges

• Conclusions

• Privacy and Security Threats to Personalized Medicine 

• Security and Privacy Technologies

• MedCo: Privacy-Conscious Exploration of Distributed Clinical 
and Genomic Data 

• Related Events and Publications 

• Conclusions and Open Questions 

Outline



C4DT | Presentation | 2019 3

Growing Concern: Medical Data Breaches 
Around 5 declared breaches per week, each affecting 500+ people 
https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf
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Recent targeted Attacks (2016-2018) 
4C4DT Presentation |  2018
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Clinical Research Process

Researcher

Hospitals

Who has 
interesting data for 

my research?

Selected patients’ data

Analysis 
infrastructure

Use external data 
in new research?

Published results

ELSI board

How to process, 
analyze, store the 

data?

Can the data be used 
for the project?

Project 
submission

Genomic Data
• DNA sequences

Clinical Data
• Structured EHR 

(LDEP, 2009) 
• Unstructured EHR
• Medical Images

Behavior Data
• Social networks
• Wearables
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Liability notions
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Liability and Medical Research Data in Switzerland: The 
legal framework

• Human Research Act (HRA)

• Data Protection Legislation ( Federal Act on Data Protection (FADP), 
Ordinance     

concerning the federal law on the protection of data (OLPD)

• Swiss Civil Code on the Protection of Personality Art.28-28l

• Health Insurance Act

• Therapeutic Products Act

• General tort law (Art. 41) and Product Liability Act 1994 

• Federal Constitution Art. 13 on the Protection of Privacy

• GDPR  
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Liability and Medical Research Data in Switzerland: 

Scope and Conditions of HRA

HRA applies to research concerning human diseases and concerning the 

structure and function of the human body which involves a person’s 

biological material and health-related personal data

Art. 19 Liability 1 Any person who carries out a research project 

involving persons shall be liable for damage suffered by them in 

connection with the project.

However, HRA does not apply to anonymized biological material and 

anonymously collected or anonymized health-related data.
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Liability and Medical Research Data in Switzerland: 
Data Protection Legislation

Federal Data Protection Act:  Art. 13 Justification 
in processing personal data by private persons: 
“1 A breach of privacy is unlawful unless it is 
justified by the consent of the injured party, by an 
overriding private or public interest or by law.
2 An overriding interest of the person processing 
the data shall in particular be considered if that 
person:
[…] e. processes personal data for purposes not 
relating to a specific person, in particular for the 
purposes of research […] and publishes the results 
in such a manner that the data subjects may not be 
identified”.

Ordinance: Art. 8 General measures 1 
Anyone who as private individual processes 
personal data or provides a data 
communication network shall ensure the 
confidentiality, availability and the integrity 
of the data in order to ensure an appropriate 
level of data protection.
In particular, he shall protect the systems 
against the following risks: 
a. unauthorised or accidental destruction; 
b. accidental loss; 
c. c. technical faults; 
d. forgery, theft or unlawful use; 
e. unauthorised alteration, copying, access 

or other unauthorised processing. 
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Legal Challenges Regarding Medical Research 

Data (incl. Genomic) 

In general: 

• Informed Consent
• Ownership of data
• Codes of conduct for the 

researchers
• Management of sensitive Big 

Data (storage and accessibility)
• Genomic data not fully 

anonymizable

Liability connected:
• New DPA
• 26 different legislations per 

canton
• Adaptation to the parallel 

developments in Switzerland: 
SPHN

• Disclosure of secondary finding 
to patients: Researcher liable?

• GDPR compatibility: Liability vs. 
Accountability (Art. 5 GDPR, 
Recital 74)
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Conclusions:

• The applicable law on assessing liability for the 
breaches of medical data depends on the type of 
research and the data involved.

• There are many ethical, legal and technological 
challenges regarding the regulation of the use 
medical research data in the context of Precision 
Medicine that need to be addressed. 
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Security and Privacy in 

Personalized Medicine 

Technologies for 

Privacy Protection 
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Lin et al. 2004 Science: 75 or more SNPs (Single Nucleotide 
Polymorphisms) are sufficient to identify a single person

Homer et al. 2008 PLOS Genetics: aggregated genomic 
data (i.e., allele frequencies) can be used for re-identifying an 
individual in a case group with a certain disease

Gymrek et al. 2013 Science: surnames can be recovered 
from personal genomes, linking “anonymous” genomes and 
public genetic genealogy databases

Lipper et al. 2017 PNAS: Anonymous genomes can also be 
identified by inferring physical traits and demographic 
information

A Plethora of Attacks Against Genomic Privacy

Standard de-identification and 
anonymization techniques are 
ineffective with genomic data
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P4 (Predictive, Preventive, Personalized and Participatory) 
medicine

Revolutionize healthcare by providing better diagnoses and targeted 
preventive and therapeutic measures

Technical Challenges:
Interoperability

Efficiency and usability in data sharing
Scalability/Big Data

Mitigation of privacy risks and compliance with data protection

Centralized vs Distributed Approaches:

Data Protection in Personalized Health

Institution C

Institution A

Institution B

Distributed approach (e.g., Beacon 
GA4GH, Swiss Personalized Health 
Network - SPHN)
• Distributed trust
• Take computation to the data

Decentralization
Centralized approach (e.g., Human 
Longevity, Genomics England)
• Single point of failure
• Impossibility of outsourcing 

individual patient data
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Technologies for Privacy and Security Protection

Traditional Encryption Homomorphic Encryption
Secure Multiparty 

Computation

Trusted Execution 
Environments

Differential Privacy
Distributed Ledger 

Technologies (Blockchains)
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System and Threat Models

Honest-but-curious 
adversary: 
• honestly follows the protocol
• tries to infer sensitive data 

from the different steps of 
the protocol 

Malicious-but-covert 
adversary: 
• can tamper with the protocol
• tries to infer sensitive data 

from the query end-result

Cloud-based 
SPU

Clinical Site

Clinical Site

Clinical Site
Governmental SPU

Clinical Site with 
local SPU

Investigator 
(𝑰)

Query

# of Patients

SPU: Storage and Processing Unit
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Loss of data confidentiality due to illegitimate access to the data
o External (hacker) or internal (insider) attacker stealing the data

➔ Standard encryption can protect data ONLY at rest or in transit BUT 
NOT during processing (e.g., in the memory)

Patient re-identification due to legitimate access to the data
o Malicious users performing “smart” data requests in order to re-identify 

patients in a specific dataset (e.g., patients with HIV)

➔ De-identification or anonymization is ineffective with genomic data 

Main Privacy and Security Challenges
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RDN: Regional Data Node
DCC: Data Coordination Center

BioMed
IT RDN

BioMed
IT RDN

BioMed
IT RDN

BioMed
IT RDN

BioMed
IT RDN

SPHN
DCC

Envisioned Secure Infrastructure for Privacy-Conscious 
Medical Research in Switzerland

… …

DPPH/Renku Blockchain

DPPH Inference 
resistance

Renku Provenance 
and 

Reproducibility

DPPH Immutable 
Log

Renku Big Data 
Platform

DPPH Distributed 
Access Control

DPPH Distributed 
Privacy-conscious 

Processing

RENKU

RENKU

RENKU

RENKURENKU

RENKU

https://www.google.ch/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&ved=2ahUKEwiep--W7vjZAhVKEVAKHc0uAzMQjRx6BAgAEAU&url=https://itunes.apple.com/us/app/jupyter-notebook/id1326802832?mt%3D8&psig=AOvVaw1sZ75Fp2ok9O3InOy41jC1&ust=1521565175352409
https://www.google.ch/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&ved=2ahUKEwj8q8y47vjZAhXEZ1AKHanbARgQjRx6BAgAEAU&url=https://helloacm.com/r-tutorial-how-to-connect-to-steemsql-via-rstudio/&psig=AOvVaw09B-BqHgdRHDPO1J1MVfW3&ust=1521565254370991
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MedCo: Demo Video
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Conclusions

• Worldwide, the confidentiality of health data 
is in jeopardy

• Precision medicine dramatically increases
the amount of data

• Technology alone will not solve the problem
• The Data Protection in Personalized

Health Project is a (Swiss) response to these
concerns
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Community website

Searchable list of publications on 
genome privacy and security

News from major media (from 
Science, Nature, GenomeWeb, etc.)

Research groups and companies 
involved

Tutorial and tools

Events (past & future)

Useful Links and Further Information

https://dpph.ch

https://medco.epfl.ch

https://genomeprivacy.org https://c4dt.org

https://dpph.ch/
https://medco.epfl.ch/
https://genomeprivacy.org/
https://c4dt.org/
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