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Abstract: 

 

This article follows the question of what the risks with the development of Lethal Autonomous Weapon 
Systems (LAWS) are and evaluates approaches to tackle them.  Through the insights of the disciplines 
International Humanitarian Law, Political Science, and Ethics the risks were illuminated with the help 
of literature. While the legal insight is very speculative about the associated risks, from a political point 
of view, LAWS will affect international stability negatively. Following the ethical insight, it is undesir-
able to hand the decision to kill over to machines. With this knowledge, possible approaches to tackle 
the problem of LAWS were evaluated through the lens of the different disciplines and with a problem-
centered integrating model. This procedure has permitted to identify a moratorium as a possible way 
which not only focusses on the legal and ethical aspect but also takes the political realities into account. 

Cet article suit la question de savoir quels sont les risques liés au développement de systèmes d'armes 
autonomes (LAWS) et évalue les approches pour y faire face. Les risques ont été mis en lumière avec 
les perspectives disciplinaires du droit international humanitaire, des sciences politiques et de l'éthique. 
Bien que l'aperçu juridique soit très spéculatif sur les risques associés, d'un point de vue politique, 
LAWS auront un impact négatif sur la stabilité internationale. Selon l'analyse éthique, il n'est pas sou-
haitable de confier la décision de tuer à des machines. Grâce à ces connaissances, les approches possibles 
pour résoudre le problème des LAWS ont été évaluées à travers le prisme des différentes disciplines et 
avec un modèle d'intégration centré sur le problème. Cette procédure a permis d'identifier un moratoire 
comme une voie possible qui ne se concentre pas seulement sur l'aspect juridique et éthique mais qui 
tient également compte des réalités politiques. 
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1.Introduction 
Nowadays machine autonomy and artificial intelligence (AI) are used more and more in our 
daily life. Prototypes for intelligent care systems or autonomous driving cars already exist and 
are for certain going to be further developed. This development matches with the old wish of 
mankind to let do machines the work that is too difficult, dangerous or unpleasant (Misselhorn, 
2018, p. 7). But this trend also carries some significant risks and the rapid evolution of technol-
ogy poses major challenges. Especially when it is the case that AI is not only used to support, 
help or to simplify but to kill and destroy. This holds true when it comes to Lethal Autonomous 
Weapon Systems (LAWS). The International Committee of the Red Cross (ICRC) describes 
Autonomous Weapon Systems as: “Any weapon system with autonomy in its critical func-
tions—that is, a weapon system that can select (search for, detect, identify, track or select) and 
attack (use force against, neutralize, damage or destroy) targets without human intervention.” 
(ICRC, 2016, p. 1). Human Rights Watch (2012, p. 2) uses a three-stage approach to define 
LAWS. They differentiate between human-in-the-loop, human-on-the-loop and human-out-of-
the loop weapons. A human is in the loop when the weapon can only be used with human 
command. An on-the-loop weapon is under the oversight of a human operator and an out-of-
the-loop weapons select targets or deliver action without human input. Completely autonomous 
weapons do not exist at this time but there are certain critical functions in weapons which al-
ready can operate autonomously. This tendency will continue and carries some dangerous risks. 
In this sense, the film Slaughterbots shows us a scenario where small flying fictional robots 
guided by AI start to kill civilians.1 

Since 2014, there have been discussions at the United Nations about a possible regulation of 
LAWS. The talks were initiated by an international coalition of NGOs (Campaign to Stop 
Killer-Robots)2 who demanded a preventive ban of LAWS but no consensus was reached. 

Supporters of LAWS argue that this new kind of weapon system reduces human loss on the 
battlefield because it is able to act with more precision than a human soldier. Moreover, the 
danger of excess is reduced since LAWS are not guided by emotions. The opponents of LAWS 
argue that human life is devalued if the decision to kill is made by a machine and the absence 
of emotions could also be inconvenient because LAWS would not have empathy. Additionally, 
it is not clear who carries responsibility in the case of possible mistakes.  

Without doubt, this issue suffers from a great complexity. LAWS are considered as a paradigm 
change in military technology because not only the capability and the efficiency of the weapon 
system would be improved but also important decisions would no longer be made by humans 
(Singer, 2009). This paradigm change has multiple implications. In consequence, the interna-
tional community is confronted to the question, how to deal with the challenges of LAWS. 
Through the insights of different disciplines and their integration, this research paper will ask 
what the main risks with the development of LAWS are. First, the interdisciplinary approach 
will be justified. Second, the relevant disciplines will be identified. Subsequently, the insights 
of the selected disciplines will be analysed. Finally, the disciplinary contributions will be inte-
grated and with the insights of the different disciplines, different approaches to tackle the 
                                                             
1 Trailer Slaughterbots: https://www.youtube.com/watch?v=fPqmC16ewYg, 05.03.2019. 
2 https://www.stopkillerrobots.org/, 05.03.2019. 
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problem of LAWS will be discussed. The term “risk” will be defined for every relevant disci-
pline in the literature review part.  

2. An interdisciplinary approach 

Repko, Szostak and Buchberger (2016, p. 351) mention four justifications for an interdiscipli-
nary approach: the complexity of the problem, two or more disciplines offer important insights, 
no single discipline can react to the problem properly and the problem is unresolved. First, the 
challenge of LAWS has not been resolved. Although the international community has recog-
nized the problem, it has not been able to reach an agreement until now. As already mentioned 
in the introduction LAWS are seen as a paradigm change in military technology which will 
concern various fields. In fact, LAWS are just a part of a bigger challenge that our society is 
confronted to: AI will concern more and more areas of life in the near future. LAWS will be 
deployed during war and hence in extreme situations. On the basis of how to deal with AI in 
extreme cases, it might also be possible to gain knowledge for other issue domains. In addition, 
multiple disciplines offer an approach to LAWS. Since the problem is very multidimensional it 
is not surprising that disciplinary research does not take into account every relevant aspect of 
the issue. Consequentially, an interdisciplinary approach seems necessary to take into account 
a number of insights without privileging one.  

A first potentially relevant discipline is political economy. LAWS will be produced by the ar-
mament industry. So, political economy can shed light on the role and the political weight of 
those industries. Another important discipline is ethics. The deployment of LAWS means that 
important decisions like orders to kill will not be made by humans anymore but by algorithms. 
Consequentially, ethical implications should be examined. As classic normative ethics do not 
apply during war, the Theory of Just Wars provides a relevant approach (Misselhorn, 2018). 
The legal perspective is connected to the ethical discipline. Law analyses which relations will 
LAWS have to the already existing rules. If LAWS really are a paradigm change in military 
technology, they will with certainty also have political implications and probably change the 
behaviour of states. At the time of writing, we do not know what technological progress is able 
to achieve and for this reason it is unknown what LAWS will be able to do and what not. So, a 
technical discipline like robotics could offer an interesting insight. The following table shows 
the potentially relevant disciplines and their related questions.  

Table 1 

 Potentially relevant disciplines 

Discipline How the discipline points out 
an aspect of the problem of 
LAWS 

Question about the risks with 
the development of LAWS 

Political Economy The political weight of arma-
ment enterprises 

How lobbying of armament en-
terprises is going to influence 
government decisions? 
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Ethics The transfer of decision-making 
from humans to machines 

Is it ethically justifiable that the 
decision to kill is transferred to 
a machine? 

Law The regulation of new weapon 
types 

Can LAWS comply with appli-
cable law? 

Political Science Change in behaviour of states 
because of LAWS 

How will LAWS affect peace? 

Robotics The role of further technical de-
velopment  

What will LAWS be able to do? 

 

The focus of this article will be on law, political science and ethics for two reasons. 
First of all, they have the best access to the question of what the main risk of the development 
of LAWS are. For instance, there is with certainty a normative component which is shared by 
law and ethics. While the legal approach asks about the compliance with law, ethics focuses on 
the transfer of the killing decision on machines. Probably, LAWS are going to be deployed by 
states. As already mentioned, LAWS are considered as a real paradigm change which might 
affect the behaviour of states. There, political science is relevant to assess possible risks. Sec-
ond, the chosen disciplines have created important insights about the topic. The online archive 
JSTOR finds under the search term “Autonomous Weapons Systems” 84 journal articles or 
book chapter related to law, 196 related to political science, 34 related to philosophy , and 14 
related to technology and 16 related to economics.  

3. Literature Research 
This research paper, is based on a scoping review of the literature. The starting point of the 
literature research is the book “Lethal Autonomous Weapons Systems” (Geiss et al., 2016) from 
the German Federal Foreign Office, which was a collection of expert opinions for the CCW 
informal meeting on LAWS in 2016. International experts coming from relevant disciplines 
and their respective chapters served as a guide to further identification of the literature. 

First, the legal discipline asks if LAWS can comply with applicable law. The associated risk 
here is that LAWS cannot comply with applicable law. An important concern is International 
Humanitarian Law (IHL) including the legal conditions which LAWS have to meet (Ford, 
2016) and the question of the compliance of LAWS with IHL (Geiss, 2016). IHL focuses on 
the use of autonomous weapons. But when it comes to the production of them, the aspects of 
civil and penal law are also playing a role. These aspects are left out in this research paper. 
Second, political science asks how LAWS could affect peace and represents a risk for interna-
tional security (Borrie, 2016 / Dhanapala, 2016). The main question is how LAWS affect stra-
tegic stability, a concept that originates from the realist theory in IR (Griffiths, O’Callaghan & 
Roach, 2014 / Viotti & Kauppi, 2010), including the identification of mechanisms (Rickli, 2017 
/ Sauer 2016). Finally, ethics asks whether the decision to kill should be transmitted to a ma-
chine. Since the main characteristic of this paradigm change in military technology is the trans-
mission of the decision-making to machines (Singer, 2009), the risk is that important values are 
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lost in warfare. There are also important aspects about human dignity (Heyns, 2016) and robot 
ethics including killer robots (Misselhorn, 2018 / Leveringhaus 2016 / Sparrow 2007).  

3.1 International Humanitarian Law 

The IHL insight asks which conditions LAWS need to satisfy to conform with it. In conse-
quence, it is essential to look how IHL treats new categories of weapons and if LAWS can be 
compatible with the most important rules of IHL. 

3.1.1 IHL and new categories of weapons 

According to Geiss (2016), IHL has always been confronted by new types of weapons. The 
regulation of new weapons usually meant a prohibition. The ban treaties often reflect the Ge-
neva Conventions and their embedded principle that weapons must not cause any unnecessary 
suffering. Geiss argues that weapon ban treaties often came “a war too late”. For instance, the 
Gas-protocol in 1925 was just possible because the serious consequences of Gas-attacks were 
observed during World War I. 

Since it is complicated to conclude international contracts and an existing contract should in 
the best case be ratified by a large amount of countries, there are some mechanisms in IHL 
which should enable itself to guarantee an adaptive capacity to technological progress. In con-
sequence, the principle of distinction and the prohibition to cause undue suffering are forbidden 
for any type of weapon (Geiss, 2016, p. 11).3 For instance, the Martens Clause in the preamble 
of The Hague Convention IV of 1907 tries to cover not regulated weapon types: 

“Until a more complete code of the laws of war is issued, the High Contracting Parties think 
it right to declare that in cases not included in the Regulations adopted by them, populations 
and belligerents remain under the protection and empire of the principles of international 
law, as they result from the usages established between civilized nations, from the laws of 
humanity and the requirements of the public conscience.”(Preamble, Hague Convention IV, 
1907). 

The clause was written at the time for the inhabitants of occupied territories but formulated in 
a general way. The meaning of the Martens clause is that everything that is not prohibited, is 
not automatically allowed (Kolb, 2014, p. 7). Article 36 of the Additional Protocol I (API) is 
closely related to the Martens Clause: 

“In the study, development, acquisition or adoption of a new weapon, means or method of 
warfare, a High Contracting Party is under an obligation to determine whether its employ-
ment would, in some or all circumstances, be prohibited by this Protocol or by any other rule 
of international law applicable to the High Contracting Party.” (API, Art. 36). 

The contracting parties of the API have the duty to examine if a new type of weapon can comply 
with IHL and other dispositions of International Public Law (Geiss, 2016). Ford (2016, p. 76) 
claims that this obligation reflects customary international law and applies to LAWS. Therefore, 

                                                             
3 See also ICJ, Advisory opinion on the legality of the threat or use of nuclear weapons, ICJ Reports 1996. 
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the weapons have to be reviewed and the attacks must be discriminate4, proportionate5 and be 
conform with the requirements for precaution6. Consequentially, it has to be asked whether 
LAWS are compatible with the principles of distinction, proportionality and precaution.  

3.1.2 Principle of distinction 

The principle of distinction is a fundamental principle of the law relating to the conduct of 
hostilities. The belligerents have to distinguish between the civilian population and combatants 
and between civilian and military objects.7 Military operations should only try to breach the 
adverse resistance and not seek to overpower it. In consequence, there is no reason in attacking 
military inactive civilians or objects because there would be no gain in attacking them. Article 
52 of API defines military objectives (Kolb, 2014, p. 80). 

Ford (2016) writes that situations are imaginable in which autonomous technologies make the 
distinction determination. This would raise the question whether the autonomous system is suf-
ficiently sophisticated to distinguish civilians from combatants or could an autonomous system 
even identify a civilian who directly participates in hostilities. Geiss (2016) doubts that tech-
nology will be able to comply with the principle of distinction especially in situations like asym-
metric or urban warfare because the system in such a situation would not have to capture weap-
ons or uniforms but identify a specific behaviour. 

The question also arises regarding military objectives. Article 52(2) of The API tells us: 

“Attacks shall be limited strictly to military objectives. In so far as objects are concerned, 
military objectives are limited to those objects which by their nature, location, purpose or 
use make an effective contribution to military action and whose total or partial destruction, 
capture or neutralization, in the circumstances ruling at the time, offers a definite military 
advantage.” (API, Art. 52(2)). 

It is unlikely that LAWS are going to create problems with objects which are defined as military 
by nature or location. These objects are not exposed to changes in the operational environment. 
For instance, a tank remains a military objective in every situation on the battlefield. Appearing 
problems for LAWS could be objects which are military by purpose and use because the deter-
mination is based on current knowledge about the enemy’s strategy and tactics. Therefore, a 
target’s validity can change and the autonomous system would have to take that into account 
(Ford, 2016). 

3.1.3 Principle of proportionality 

The principle of proportionality applies in situations where a military objective may be attacked 
but the expected civilian losses appear excessive in comparison to the military advantage. The 
attack would be prohibited in such a situation (Kolb, 2014, p. 81). 

The principle of proportionality is incorporated in the Articles 51(5) and 57(2) of the API. 
LAWS beg the question if an autonomous system is able to calculate the military advantage 

                                                             
4 Art. 51(4) API 
5 Art. 51(5)(b), Art. 57(2)(a)(iii), and Art. 57(2)(b) API 
6 Art. 57 API 
7 Art. 48 API.  
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correctly. The complex mental operation of weighing between the military advantage and the 
possible collateral damages is a value-based case-by-case decision. In 2003 the ICTY defined 
that to determine if an attack was proportional it is necessary to examine if a reasonably well-
informed person at the time under the ruling circumstances had enough information to expect 
an attack with an excessive number of civilian victims (Geiss, 2016, p. 16). 

Ford (2016, p. 80) noted that military advantage is calculated with a view to the circumstances 
ruling at the time. So, all the necessary information could not be preprogramed into the system 
to make the calculation. Especially when a system is deployed for a longer period of time. In 
consequence, the capacity to update the system needs to be integrated or the systems can only 
be used during a short period where the military advantage does not change. 

3.1.4 Principle of precaution 

The principle of precaution requires from the belligerents to not launch an attack without a 
careful preparation in order to protect civilians and civilian objects from the attacks. So, this 
principle is directly linked to the principle of distinction and focuses on the preparation phase 
of an attack. (Kolb, 2014, p. 81) 

According to Geiss (2016) this principle applies for the whole planning phase of an attack and 
concerns everyone that is involved in the preparation of the attack so also for programmers. 
The principle which can be found in API Art 57(1) requires that the planning has to stay valid 
when the attack has already been launched. From this perspective it could be argued that always 
a human has to stay on the loop because during an attack the circumstances can change and a 
human is needed to react spontaneously on the circumstances. Critics reply that this is unreal-
istic because LAWS are faster in handling information than a human soldier. In consequence, 
it is questionable if a human soldier really could stop an autonomous weapon system in breaking 
a rule of IHL. Real precaution would mean to only use autonomous weapon systems where 
civilian victims can be excluded in advanced. It is doubtful that such a scenario is realistic since 
asymmetric conflict are dominant at the time. 

3.1.5 Can LAWS comply with IHL? 

At the moment an answer to the question whether LAWS can comply with IHL can only be 
speculative. LAWS are not by nature incompatible with IHL. It will depend on technological 
progress of algorithms and sensors if LAWS really can follow the rules of IHL. According to 
Article 36 states have the obligation to verify if LAWS comply with IHL. The targeting process 
requests a highly complex evaluation of the situation where the military advantage has to be 
balanced with the possible collateral damages. It is hard to imagine that a machine will be able 
to make such a decision. Especially the principle of proportionality might pose problems. Sup-
porters of LAWS argue that autonomous systems are even better in complying with IHL. This 
is certainly conceivable in simple targeting situations where the absence of stress or emotions 
can be an advantage. Geiss writes, if this is really true, one could argue that there is even a duty 
to use LAWS in order to reduce civilian victims as much as possible. But this raises the question 
if IHL is not specifically designed for human decision makers. So, it is possible that the question 
about compliance with IHL is not the correct question and LAWS need stricter rules (Geiss, 
2016). 
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3.2 Political Science 

The political insight asks how LAWS affect strategic stability on the international level. Stra-
tegic stability is a (neo-)realistic concept which relies on the idea of the balance of power. Ex-
perts fear that LAWS might be destabilizing and push states to act more offensively. The re-
search paper adapts a realistic approach because the key players in the development of autono-
mous weapons are the United States, China and Russia (Rickli, 2017, p. 63). These countries 
are going to use this technology if they see a military or geostrategic advantage in it.  

3.2.1 Realism and the balance of power 

Realism claims that states are the most important actors in an anarchical world without central 
governance (Mearsheimer, 1994). States are the key unit of analysis and the study of interna-
tional relations observes the relations among these units. They are a unitary actor: Realists do 
not look at what is happening inside a state. They consider them as black boxes and it is assumed 
that states have one policy at the time for one particular issue. In this system states are always 
seeking power. Realist also assume that the actors always behave rationally. Following this 
assumption, governments define their objectives, consider all the possible options and then 
choose the option which maximizes utility. In the hierarchy of issues that a state faces interna-
tional security is at the top. Realist refer to security or military issues as “high politics” and 
economic and social issues are considered as “low politics”. Realists focus on conflicts between 
state actors and the use of force, looking how stability is maintained (Viotti & Kauppi, 2010). 
Realists claim that there is no natural harmony among states and it is dangerous to believe that 
the struggle for power could be enclosed by international law, democratization or commerce. 
Order can only be maintained by a balance of power. This concept promotes a power equilib-
rium because unbalanced power is dangerous (Griffiths et al., 2014). Structural realists (or Ne-
orealist) put their focus mainly on the distribution of power. When power is balanced the two 
rationally acting adversaries do not see any gains in attacking each other (Viotti & Kauppi, 
2010). A part of the concept of balance of power is strategic stability. 

3.2.2 Deterrence 

Strategic stability can be defined as a situation where potential opponents can expect no gains 
in beginning a conflict. Strategic stability can be considered as a result of deterrence (Rickli, 
2017, p. 62).The Soviet Union and the United States used deterrence during the Cold War to 
prevent each other from using nuclear weapons in form of the doctrine of Mutual Assured De-
struction (MAD). According to the MAD doctrine an attack is not worthwhile because your 
own population could die in a counter-attack as long as the adversary has a second-strike-capa-
bility. The MAD-doctrine enabled strategic stability between the two super-powers (Snow, 
1979). Beyond the nuclear dimension Rickli (2017, p. 62) describes strategic stability as the 
condition where a state because of deterrence is not tempted to launch an attack. Therefore, the 
offense-defence balance is in favour of defence. 

3.2.3 A shift of the balance? 

LAWS will encourage offensive behaviour because on the aggressor’s side no human life is 
risked. Consequently, the social costs will be reduced. The economic costs (expensive technol-
ogy, etc.) will also be lower with more advanced development stages (Rickli, 2017). Sauer 
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(2016) adds that LAWS give by their nature incentives for offensive attacks. They give new 
possibilities for surprising attacks through low-flying systems or swarms which are extremely 
difficult to detect and defend. Consequently, the offense-defence balance will shift on the of-
fense side. In this new environment, deterrence is not the best strategy any more for a state to 
protect itself. States will reach out for a strategic advantage in striking first (Rickli, 2017). 
Dhanapala (2016) adds that LAWS will escalate the likelihood of going to war. The lack of 
responsibility promotes the use of this kind of weapons. 

3.2.4 Implications of LAWS 

In the shift of the offense-defence balance to the offensive side experts see the danger that an 
arms race is going to be initiated because striking-first is going to be considered as an absolute 
advantage, it is likely that states will invest in their arsenals of autonomous systems. The United 
States, Russia and China see AI as a key technology to secure a military advantage. (Rickli, 
2017, p. 63). Because LAWS are unregulated and states see military benefits in them, there is 
a great risk of proliferation. The risk is enhanced because the technology is widely shared for 
commercial as well as military purposes (Dhanapala, 2016).  

Furthermore, the use of LAWS might bring some unexpected risks. Sauer (2016, p. 10) warns 
that using LAWS in an attack may have unpredictable outcomes. He compares them to the 
trading algorithms at a stock market which are a good example of possible costly algorithmic 
interaction. The sequence of events in the confrontation of two autonomous systems cannot be 
foreseen. Borrie (2016) warns on the one hand of inadvertent risks which could be caused by a 
failure of interaction between the system with itself, the operator or the environment. On the 
other hand, there is the possibility of system accidents. LAWS could be uncontrollable in a real-
world environment and subject to design failure as well as hacking, spoofing and manipulation 
by adversaries (Dhanapala, 2016).  

Another danger is that LAWS could fall in the hands of terrorist groups like the Islamic State 
which use suicide bombing to breach a frontline and to shock the international community. 
LAWS would be a massive force multiplier because the same suicide bombing tactics could be 
used but with a greater concentration of mass (Rickli, 2017). Dhanapala (2016) adds that LAWS 
are attractive to non-state actors since they enable them to shock the public, to multiply their 
forces and to spare their own fighters. The technology is within reach of these groups and es-
pecially in the Middle East, Asia and other regions where political extremism coming from 
nationalist, religious and other non-state groups is growing, the risk might be extremely high. 

4.2.4 Are LAWS endangering international stability? 

LAWS reduce the social costs of attacking and create new opportunities for surprise attacks. 
Deterrence is unlikely to be the best strategy for states any more. Instead striking-first might 
become the preferred option. The likelihood of war is in turn going to increase. These circum-
stances also implicate an arms race, unexpected risk and the danger that LAWS fall in the hands 
of terrorist groups. All in all, LAWS can be considered as a threat for international stability. 
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3.3 Ethics 

Ethics asks if the decision to kill should be transmitted to an autonomous system? Supporters 
of LAWS argue that warfare without humans is actually more humane. Critics counter that there 
is a responsibility gap in using LAWS and that it is morally questionable that killing is done by 
a machine and not by a person. Moreover, LAWS violate human dignity. Hereinafter ad-
vantages and disadvantages of LAWS will be discussed. For normative ethics war is a special 
case because the classical theories (Utilitarianism, Categorial Imperative and Virtue) do not 
allow a direct derivation of moralistic principles. Instead the Theory of Just Wars is applied 
which under certain circumstances (the respect of the ius in bello criteria) allows violence and 
killing (Misselhorn, 2018).  

3.3.1 Advantages of LAWS 

Endorsers of LAWS claim that LAWS are better at protecting military staff and at complying 
with IHL. The first argument in favour of LAWS says that LAWS are admissible because mil-
itaries are obligated to care about their personnel. Soldiers have to be protected under the best 
possible conditions and risks have to be minimized. LAWS are uninhabited and therefore pro-
tect their operators (Leveringhaus, 2016). Misselhorn (2018, p. 166) adds that the risk of mental 
damages of the in the killing operation involved military workforces could be reduced. 
The second argument has a humanitarian character. It states that LAWS are better in complying 
with IHL and by this reason could reduce the damages caused by an armed conflict. Machines 
are not interested in their own survival, and they cannot commit war crimes because of emo-
tional or psychical stress. They minimize misbehaviour and wrongdoing. The most problematic 
element in the chain of command is the human and LAWS remove humans out of the chain. If 
LAWS are able to prevent war crimes, they are ethically desired (Leveringhaus, 2016). More-
over, LAWS have also the potential to interpret IHL more strictly since the most important 
principles in IHL are dynamic. Consequentially technological progress can influence the inter-
pretation of IHL (Misselhorn, 2018, p. 166). This argument is only valid if technological pro-
gress of sensors and algorithms will enable LAWS to always comply with the most important 
principles of IHL like the principle of distinction. 

4.3.2 Disadvantages of LAWS 

The development of LAWS is a target of various critics. A well-known argument against 
LAWS is the so-called responsibility gap argument. According to Sparrow (2007) killing during 
warfare is only legitimated when someone can be held responsible. He sees carrying responsi-
bility as a minimal expression of respect which shows that the life of an adversary is also valu-
able, and he connects this argument to the IHL principle of distinction which assumes that we 
can determine who is responsible for an attack which has violated this principle. In the case of 
LAWS neither the programmer, nor the commanding officer, nor the machine could be held 
responsible. Leveringhaus (2016, p. 78) defines three conditions for a responsibility gap: 

1. Lack of intent: The weapon was not programmed with the intent to violate IHL. 
2. Lack of knowledge: It was unforeseeable that the deployment of the weapon would lead 

to a violation of IHL. 
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3. Lack of control: Once the operation started, nobody had control over the weapon any-
more. 

Sparrow’s responsibility gap argument can be critiqued in two ways. Firstly, it can be asked if 
Sparrow’s condition that for killing during warfare someone has to always be held responsible 
is really true. Leveringhaus gives us the example of a really young child soldier, who is drugged 
and a victim of abuse kills his captors to save him and his family. Following Leveringhaus the 
boy cannot be held responsible, but he is morally permitted to kill his captors (Leveringhaus, 
2016, cited in Misselhorn, 2018, p. 168). Misselhorn (2018, p. 169) criticizes that this is not a 
typical situation in warfare and possibly the responsibility condition does not have to be fulfilled 
in the case of self-defence. Secondly, one could argue that someone always can be held respon-
sible because someone developed and programmed the algorithms which allowed to commit a 
violation of IHL. Therefore, someone runs the risk or was just negligent. Sparrow just assumes 
that the decision was made by the system itself. (Leveringhaus, 2016). So, Leveringhaus adds 
a 4th condition to his list: 

4. No excessive risk should be taken. 

He closes the responsibility gap in saying that during war every risk is excessive. In conse-
quence, someone is always responsible (Leveringhaus, 2016, cited in Misselhorn, 2018, p. 170). 
In that case the burden of responsibility is overwhelming because LAWS during warfare will 
be confronted to delicate decisions. If an autonomous system is not able to always comply with 
IHL, everyone that has worked in the construction of the weapon has to be willing to bear 
responsibility. The argument of the responsibility gap not only applies to out-of-the-loop sys-
tems but also to on-the-loop systems. In the case of an on-the-loop system the military personnel 
gives the confirmation to attack. Although we might think that the person who gives the con-
firmation is responsible, a closer look reveals that responsibility problem is still there. For in-
stance, a part of the responsibility should also be taken by the programmer because responsi-
bility cannot be delegated by a simple confirmation. In this context other questions come to 
light. One can ask if a human person can monitor the system permanently or can the analysis 
of the system be questioned rationally? A deviation of the system’s recommendation would for 
sure need a lot of self-confidence. If the military personnel apply Leveringhaus’ 4th condition, 
their strategy is to block every killing operation recommended by the system. But in this case 
autonomous weapons would be useless. (Misselhorn, 2018). 

Another widespread ethical critic of LAWS is the argument of human agency. To develop the 
argument of human agency Leveringhaus (2016) assumes that the humanitarian argument in 
favour of LAWS has become reality. The deployment of LAWS does not lead to violations of 
IHL and they act more precisely than humans could be. Then he attacks this humanitarian ar-
gument in arguing that something morally valuable is lost when an autonomous system replaces 
a human being because human agency contains the possibility to act differently. An illustrative 
example can be seen in the film American Sniper where the main character Chris Kyle (a U.S.-
soldier and sniper) during his service in Iraq spots a boy who picks up a gun. Through picking 
up the gun he becomes a legitimate target. Therefore, an autonomous system would have 
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decided to kill the boy but Kyle hesitates, hopes that the boy puts the gun down and he gives 
him important seconds to escape.8 

The argument of the human agency is discussed controversially. The argument can be consid-
ered as problematic because humans could act more cruelly than machines, so human agency 
in war is not always ethically desirable. LAWS are better in complying with IHL and therefore 
will lead to fairer wars and fewer victims. (Misselhorn, 2018, p. 174). Leveringhaus (2016, p. 
97) claims that this will not be the case because the high costs in the development and produc-
tion of LAWS will give an incentive to use them efficiently. For this reason, it is not likely that 
the lives of targets will be protected with the risk that highly sophisticated technology is de-
stroyed. In addition, he accuses the endorsers of the humanitarian argument to always assume 
asymmetric conflict situations: Programming a robot to only shoot when the adversary has al-
ready shot makes sense when the adversaries are human soldiers. Leveringhaus does not con-
sider this as an appropriate description of future conflict situations.  

Another counterargument is that modern warfare has already made human acting capacity re-
dundant. For instance, a drone which starts to bomb a region when a human operator who is a 
long way off the battlefield has given his confirmation. Is it in this example really relevant that 
a person and not an autonomous system has given the confirmation? Another popular argument 
is that soldiers are already like robots which only follow orders. Contrary indications are that it 
is empirically proven that soldiers are able to contradict their superiors and to follow the com-
mands soldiers often need a critical judgment. Regarding the human agency argument, the ques-
tion if there is a duty to kill during war has a certain importance. A good example for the duty 
to kill is the “tyrannicide”. If a duty to kill during war exists, the argument of the human agency 
is not valid because in a situation where killing becomes a duty human pity cannot be desirable. 
But a duty to kill cannot be derived from IHL and it is difficult to define a necessity to kill 
(Misselhorn, 2018). 

A last commonly used argument against LAWS is that they violate human dignity. The United 
Nations Special Rapporteur on extrajudicial, summary or arbitrary executions Christopher 
Heyns (2016) writes that human should not be treated like an object with an instrumental value 
or no value at all. LAWS reduce their victims to objects which have to be destroyed. This be-
comes even more explicit in the case of random casualties. Moreover, the targeted persons do 
not have the chance to appeal to the humanity of the enemy. Therefore, LAWS deprive victims 
of hope. The use of LAWS also affects the dignity of the people which deploy LAWS because 
they stand with their name for the actions that an autonomous system commits. Dignity includes 
exercising moral choices and carrying responsibility for them. LAWS take the possibility to be 
a moral person away.  

4.3.3 Should the decision to kill be transmitted to an autonomous system? 

From an ethical point of view the transmission of the decision to kill to autonomous weapons 
is highly problematic. The responsibility gap argument, the argument of human agency, the 
probable absence of a decision to kill during war and the violation of human dignity by LAWS 
show that it is ethically desirable to keep human control over killing operations. The 

                                                             
8 Trailer American Sniper: https://www.youtube.com/watch?v=99k3u9ay1gs, 11.03.2019 
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humanitarian argument can only be valid if technology keeps up. Even if LAWS lead to fewer 
victims and more precise attacks, the ethical doubts stay. 

4. Integration 
Up to now this research paper has examined what the main risks with the development of 
LAWS are from the insights of the three different disciplines IHL, political science and ethics. 
In short, the legal insight is very speculative about the associated risks. States are obligated to 
verify if new types of weapons comply with IHL. It can be doubted that LAWS can make 
complex target decisions. The political insight fears that LAWS affect international stability 
negatively: LAWS encourage States to behave more offensively and will increase the likelihood 
of conflict. From an ethical point of view, it is undesirable to hand the decision to kill over to 
machines.  

Hereafter, the different insights will be integrated by discussing possible future instruments to 
regulate LAWS. For the evaluation of each instrument, it is going to be assumed that the inter-
national community has opted for it. The goal of this problem-centered approach is to resolve 
a problem by taking into account different disciplines (Repko et al., 2016, p. 316). The different 
scenarios serve as a model to integrate the different insights: 

Figure 1 

Integration model 

 

The integration model is characterized by a jurisdictional dimension because it has the goal to 
offer a possibility to act to the international community and multilateral acting requires coop-
eration which is founded on a legal ground. 

Each approach will be evaluated by three different insights. The starting point of the integration 
will be the two extreme scenarios: A preventive ban and the do-nothing-scenario. From these 
two cornerstones other scenarios which lie in between the two key stones like a moratorium 
and the ethical governor will be approached. Finally, the evaluation should show  which of the 
four proposed instrument is according to the three insights the best.  
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4.1 Do-nothing-scenario 

The do-nothing-scenario implies that the international community does not react to the problem 
of LAWS. So, LAWS just enter the battlefields without additional regulations and are simply 
treated as a new kind of weapon. 

In the do-nothing-scenario states still have the legal obligation according to art. 36 API to ex-
amine if their new types of weapons can comply with the most important principles of IHL. 
The distinction principle in relation to objects that are military by nature is not problematic. But 
difficulties might occur when it comes to objects that are military by purpose or to the distinc-
tion between civilian and combatant (Ford, 2016). With regard to the principle of proportional-
ity it is questionable if LAWS will be able to make complex case-by-case decisions. To comply 
with the principle of proportionality LAWS could probably only be deployed for short periods 
of time because, in warfare, circumstance change all the time and the systems would have to be 
updated. It is also questionable if states will renounce a military advantage just to update their 
systems properly. Moreover, it is unlikely that concerning the precaution principle states will 
always keep one person on the loop. LAWS will deal with information faster than humans. So, 
if humans have to monitor the weapons, important time can be lost. To sum up, in a do-nothing 
scenario LAWS will be ruled by the existing legal framework of IHL. It is uncertain if they can 
comply with it. It can be assumed that once LAWS are deployed in a conflict the pressure on 
the international community will rise.  

The political insight shows that in a do-nothing scenario states would act more offensively be-
cause the costs of attacking are reduced and LAWS offer opportunities for surprise attacks. The 
implication of the introduction of LAWS can easily be shown with the help of game theory: 

Figure 2 

Game theory matrix before the introduction of LAWS 

Before the introduction of 
LAWS 

State A stays peaceful State A attacks 

State B stays peaceful 4 

Nash+Pareto 

 

4 

3 

 

 

1 

State B attacks 1 

 

 

3 

2 

Nash 

 

2 

                      

Before LAWS are introduced, the offense-defence balance is on the defence side. There are two 
Nash-equilibria. It is assumed that the game starts in a situation where both states are peaceful. 
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Therefore, staying peaceful is the dominant strategy and the Pareto-optimum. The costs of an 
attack are too high. Staying peaceful is the dominant strategy (Nash-equilibrium) and no actor 
can be better off in changing the situation (Pareto-equilibrium). The costs of attacking are too 
high and it is a situation of strategic stability. The game is similar to Rousseau’s (1750) “Jeu de 
la chasse au cerf”. When LAWS enter the game without any regulation, the gain constellation changes: 

Figure 3 

Game theory matrix after the introduction of LAWS 

After the introduction of 
LAWS 

State A stays peaceful State A attacks 

State A stays peaceful 3 

Pareto 

 

3 

4 

 

 

1 

State B attack 1 

 

 

4 

2 

Nash 

 

2 

                     

The reasons for change in the gain constellation are the lower social costs of LAWS (Rickli, 
2017) and the possibilities for surprising attacks (Sauer, 2016). We are now in a prisoner’s 
dilemma: Attacking or striking-first is the dominant strategy and therefore both states will be-
have more offensively. Without cooperation the two states cannot leave the Nash-equilibrium. 

From the ethical standpoint the Do-nothing-scenario is not desirable. Even if LAWS keep their 
promises and lead to more just wars and fewer victims the ethical doubts remain. Especially the 
argument of human agency (Leveringhaus, 2016) shows how LAWS would lead to a loss of 
humanity in war.  

In short, the do-nothing-scenario probably produces some legal problems, leads to more con-
flicts and is ethically difficult to justify. Thus, not reacting must not be an option for the inter-
national community. 

4.2 Preventive Ban 

A preventive ban would mean that LAWS are prohibited by an international convention. Re-
search and development of LAWS as well as their deployment are forbidden in this scenario.  
From the legal perspective a ban would just constitute a complement to the already existing 
framework. The use of LAWS is forbidden. As a result, no problem or risks concerning IHL 
would occur. 
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The political view on the one hand would welcome the prohibition of LAWS because the ex-
pected risks as the increase of the probability of war, an arms race, inadvertent risk and force 
multiplication for terrorist groups would not become true. This does not mean that other factors 
could cause one of these risks but the danger in relation to LAWS would be avoided. On the 
other hand, the political insight also asks if it is realistic that a majority of states ratifies a con-
vention which ban LAWS? States and militaries are in favour of LAWS because they reduce 
their social costs (Rickli, 2017) and offer a military advantage (Sauer, 2016). The U.S., China 
and Russia consider AI as the future military technology and have already invested a lot of 
capital and resources into it (Rickli, 2017, p. 63). It is very unlikely that superpowers will re-
strict themselves in ratifying an anti-LAWS convention and renounce to the possible ad-
vantages. Apart from that, these major powers have refused to restrict themselves in other hu-
manitarian and disarmament issues. From these findings it is possible to go back to the IHL 
insight and determine that a legal ban treaty is too far away from the political affairs and there-
fore not currently realistic. A preventive ban would solve the ethical problems. A responsibility 
gap would not appear, human agency would stay implicated in every attack and human dignity 
could not be violated. In contrary, supporters of the humanitarian argument would argue that a 
ban is irresponsible because LAWS offer the possibility to reduce victims of war. 

It does not really matter on which side in the ethical debate one stands to conclude with help of 
the legal and political insight that a preventive ban of LAWS is at the moment unrealistic. For 
certain, with a ban the international community can avoid all the legal and ethical problems but 
as long as the major powers in the international system do not have an interest or the idea to 
cooperate in this field, a ban is out of reach. Perhaps, if in the future LAWS will have been used 
and their deployment will have led to violations of IHL and ethical misbehaviour, the pressure 
on the international community and especially the major powers the pressure coming from civil 
society and states with an interest in disarmament will increase. 

The two cornerstones of the model have now been defined. The do-nothing-scenario is not de-
sirable and a preventive ban is at the time not realistic. Therefore, a possible solution must be 
found somewhere between the two extremes. 

4.3 Moratorium 

The Special Rapporteur on extrajudicial, summary or arbitrary executions of the United Nation 
Christof Heyns (2013) recommends in his report to the Human Rights Council that states should 
introduce moratoria on developing and deploying LAWS until an international framework on 
the future of LAWS is established.  

From the legal point of view a moratorium seems to resolve the problems for the time because 
LAWS are not going to be deployed. During the moratorium a legal framework could be estab-
lished which at least avoids partially the legal risks of LAWS. This disciplinary approach is 
also in favour of a moratorium because technological progress seems to be so fast that regula-
tion on the international level cannot keep up and a moratorium would give more time.  

The same is true for the political insight. The change in the dominant strategy from deterrence 
to striking-first would be delayed and strategic stability would be maintained awhile. It is ques-
tionable if the U.S., China and Russia would restrict themselves with a moratorium but it is 



16 
 

more probable than a preventive ban. These states are maybe also interested in a legal frame-
work for LAWS and they would try to shape it in their sense.  

The ethical concerns could also be avoided for the time being. Ethical reservations could flow 
into the new framework. Nevertheless, the ethical doubts could not be removed forever. 

To sum up, a moratorium would give the international community time to find a way to coop-
erate with each other and to establish a special legal framework. If the legal framework should 
be designed in a way that it eliminates legal, political and ethical risks, the pressure of the civil 
society is going to be necessary. Otherwise, the major powers just will establish a framework 
after their wishes. In the negotiations for this legal framework demands from the civil society 
like meaningful human control and higher protection standards could be picked calmly and help 
to find a broad consensus. Meaningful human control is a demand coming from several human 
rights organisations and it is unclear what it really means. Geiss (2016, p. 26) sees this lack of 
clarity as a chance for further negotiations with the goal that human control over critical deci-
sion is guaranteed. The demand for higher protection standards is connected to our finding in 
the IHL literature research which was that the applying law at the time implicate humans as 
actors in war. Therefore, LAWS would need stricter rules.  

4.4 Ethical Governor 

Supporters of LAWS argue that a ban of LAWS is not necessary because LAWS will soon be 
able to comply better with IHL than humans do. To reach this situation, Arkin suggested that 
LAWS have to be restricted by their programming. His concrete proposal is that autonomous 
weapons should have functions in their programme code which review their decisions. The 
ethical governor examines the decision and in case the decision is not acceptable, it suggests a 
permitted action. There is also a responsibility advisor which ensures that a human is on the 
loop who cares responsibility (Arkin, 2009, cited in Misselhorn, 2018). 

From a purely legal point of view there are no objections against an ethical governor. If LAWS 
really can be programmed in the way that Arkin suggests, IHL could even be interpreted more 
strictly.  

The political insight is not favourable to ethical programming. Even with the ethical governor 
LAWS offer the same advantages to military. Thanks to the reduced costs of attacking and the 
new possibilities for surprise attacks states would have anyway the incentive to act more offen-
sively. It can even be argued that if LAWS due to the ethical governor are more exact and better 
in complying with IHL, states would seek more conflict than without the ethical governor be-
cause the social costs of attacking are reduced. Additionally, if LAWS become available to 
criminals, it is unlikely that they would let the weapons programmed with the ethical governor.  

On condition that LAWS can be programmed with an ethical governor, they would reduce vic-
tims. For this reason, supporters of the humanitarian argument argue against a ban. As it has 
been seen in the ethical literature, the ethical doubts stay. Arkin tries to close the responsibility 
gap with the responsibility adviser who is on the loop. But the responsibility gap argument also 
applies to on-the-loop systems. The other arguments also stay valid. 
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From the ethical and political standpoints, the ethical governor is a dangerous solution. The 
legal point of view could see an opportunity in ethical programming to interpret IHL more 
strictly. 

 4.5 Recommendation for action 

The following table summarizes the evaluation of the different instruments/scenarios by the 
three disciplinary insights. It shows if the instrument is seen positively or negatively from each 
disciplinary insight.  

Table 2 

Evaluation of the different instruments 

Summary Evalua-
tion 

Preventive Ban Moratory Ethical Gover-
nor 

Do-nothing-sce-
nario 

IHL ü  ü  ü  x 

Political Science x ü  x x 

Ethics ü  ü  x x 

Result Not realistic Possible Not desirable Not desirable 

 

The two cornerstones scenarios were already declared as not realistic and not desirable. The 
ethical governor seems only to be acceptable from a legal point of view. So, the only realistic 
option at the time is the moratorium. The moratorium can only be a success if in this time a 
consensus-based international framework is established which takes the demands of the civil 
society organizations into account. The negotiations for this framework must be accompanied 
by a major public debate.  

5. Conclusion 
The basis for this interdisciplinary research paper was the debate between supporters and op-
ponents of LAWS. Supporters claim that LAWS will reduce victims and collateral damages in 
wars. Opponents argue that the use of LAWS will lead to a devaluation of human life. This 
research paper considers LAWS as a major paradigm change in military technology. So, the 
research question was, what the risks with the development of LAWS are? As relevant disci-
plines, IHL, Political Science and Ethics were identified. Through the insights of these disci-
plines the risks with the development of LAWS were illuminated with the help of literature. 
The legal insight is very speculative about the associated risks. States have the obligation to 
check if their new weapons can comply with IHL and it can be doubted if LAWS will be able 
to make complex targeting decisions. From a political point of view, LAWS will affect inter-
national stability negatively. Following the ethical insight, it is undesirable to hand the decision 
to kill over to machines. With this knowledge, possible approaches to tackle the problem of 
LAWS where evaluated through the different disciplines and with a problem-centered integrat-
ing model. This procedure has permitted to identify a moratorium as a possible way which not 
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only focusses on the legal and ethical aspect but also takes the political realities into account. 
The selected solution is a possibility for society to deal with this paradigm change. Furthermore, 
the risks with the development of AI-technologies is not restricted to weapons. Also, other fields 
like traffic or health for example are or will be more and more concerned. This research proce-
dure could also be used to tackle problems in these sectors. The research paper is limited by the 
fact that it only focusses on the deployment of LAWS and not on their production. Another 
limit is that it is not clear how technology will progress and how ideas and opinions will change. 
Further research on this question must go in these directions. Additionally, it has to be ques-
tioned what do humans want? An answer to this question can only be given, if a large public 
debate is opened.  
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