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Understating the Objective



What is the Core Problem?

s ∈ RD is mapped by V : RD 7→ R
N

x = V (s)

The mapping is then observed through a noisy channel

y = x + w

Ultimate Goal

Recover s from the noisy observations
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Mapping via a Gaussian Field

Why should it be a new problem?

V (·) is a Gaussian field

x = V (s) =

V1 (s)
...

VN (s)

 Gaussian

• The entries of x are independent zero-mean Gaussians conditioned to s

• The covariance read

E {Vn (s1)Vn (s2)} = Φ

(
〈s1; s2〉
K

)
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...
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 Gaussian

• The entries of x are independent zero-mean Gaussians conditioned to s

• The covariance read

E {Vn (s1)Vn (s2)} = Φ

(
〈s1; s2〉
K

)
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Mapping via a Gaussian Field

We are used to the linear model

Linear model is a Gaussian field of order one

Vn (s) = 〈an; s〉

whose covariance function is Φ (x) = x

zero-mean Gaussian with variance 1/K

But one can in general think of higher-order fields

Example: A purely quadratic field

Vn (s) = 〈s;Jns〉

whose covariance function is Φ (x) = x2
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Mapping via a Gaussian Field

Why should anyone care about a nonlinear model?

Ë The evidence hidden between the lines of Yan Fyodorov’s work says that

Nonlinear models have secrecy potentials
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Mapping via a Gaussian Field

Why should anyone care about a nonlinear model?

Ë The evidence hidden between the lines of Yan Fyodorov’s work says that

Nonlinear models have secrecy potentials

To understand this motivation, we need to take a quick look on
• Secure transmission over the wiretap channel
• Fyodorov’s key observation
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The Wiretap Channel



Review: Channel Coding

B1, . . . , BK

Channel

B1, . . . , BK

N Transmissions

Encoder

x1, . . . , xN

Decoder

y1, . . . , yN

Transmission rate is

R =
K

N
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Review: Channel Coding

B1, . . . , BK

Channel

B̂1, . . . , B̂K

Encoder

x1, . . . , xN

Decoder

y1, . . . , yN

We desire to have reliability, i.e., with fixed rate R = K/N

Pr
{

(B̂1, . . . , B̂K) 6= (B1, . . . , BK)
}
→ 0 when N →∞
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Review: Channel Coding

B1, . . . , BK

p (yn|xn)

B̂1, . . . , B̂K

Encoder

x1, . . . , xN

Decoder

y1, . . . , yN

How we model the channel? By a conditional distribution

yn ∼ p (yn|xn)
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Review: Shannon’s Answer (1948)

B1, . . . , BK

p (yn|xn)

B1, . . . , BK

f (·)

x1, . . . , xN

g (·)

y1, . . . , yN

Channel Coding Theorem

The maximum transmission rate for reliable communication is

C = max
p(x)

I (X;Y ) = max
p(x)

[H (X)−H (X|Y )]
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Example: Gaussian Channel

B1, . . . , BK

p (yn|xn)

yn = xn + wn

B1, . . . , BK

f (·)

x1, . . . , xN

g (·)

y1, . . . , yN

N
(
0, σ2

)

Channel Coding Theorem

The capacity of the Gaussian channel is given by Gaussian input

C =
1

2
log

(
1 +

1

σ2

)
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Secure Channel Coding

Channel

B1, . . . , BK

∞

∅

B1, . . . , BK

N Transmissions
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Wyner’s Solution (1975)

x1, . . . , xN

Channel

y1, . . . , yN

z1, . . . , zN

B1, . . . , BK

NCE NCB −NCE

f (·)

∞NCE

I (Data; z) ↓ 0

g (·)(NCE, NCB −NCE)

Noise

Data

Capacity = CE bits/trans

Capacity = C
B > C

E bits/trans
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Wyner’s Solution (1975)

The maximum secure communication rate in the wiretap channel is

CSecure = max
p(x)

[I (X;Y )− I (X;Z)]+

Proof

The proof is given via random binning

Gaussian Wiretap Channel (Leung and Hellman 1978)

The capacity of a Gaussian wiretap channel is achieved by a Gaussian input

CSecure =
1

2

[
log

(
1 +

1

σ2B

)
− log

(
1 +

1

σ2E

)]+
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[I (X;Y )− I (X;Z)]+

Proof

The proof is given via random binning

Gaussian Wiretap Channel (Leung and Hellman 1978)

The capacity of a Gaussian wiretap channel is achieved by a Gaussian input

CSecure =
1

2

[
log

(
1 +

1

σ2B

)
− log

(
1 +

1

σ2E

)]+
noise variance to Bob noise variance to Eve
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Earlier Result by Fyodorov



Nonlinear Encryption by Gaussian Fields

Fyodorov uses the nonlinear model to encrypt data on a hypersphere

s
√
DPS

• s is uniform on a D-dimensional hypersphere

‖s‖2 = DPS

• Data is encrypted by a nonlinear field

x = V (s)

• x is observed through a Gaussian channel

y = x + w
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Nonlinear Encryption by Gaussian Fields

Fyodorov uses the nonlinear model to encrypt data on a hypersphere

s
√
DPS

• s is uniform on a D-dimensional hypersphere

‖s‖2 = DPS

• Data is encrypted by a nonlinear field

x = V (s)

• x is observed through a Gaussian channel

y = x + w

N
(
0, σ2IN

)SD−1
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Nonlinear Encryption by Gaussian Fields

To recover s from y, Fyodorov uses
• from the regression viewpoint “the method of least-squares”
• in the Bayesian framework “the maximum-a-posteriori estimator ”

and finds

ŝ = argmin
u∈SD−1

‖y − V (u)‖2

Main Result: He determines the asymptotic overlap

m? = lim
D,N↑∞

E {〈s; ŝ〉}
DPS

withD/N kept fixed via the replica method considering the full-RSB ansatz
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Nonlinear Encryption by Gaussian Fields

What does the overlap mean in the wiretap setting?

It characterizes reliability and security

m?

0

1

ŝ and s are uncorrelated
s is confidential

ŝ and s are fully correlated

reliable transmission
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Key Observations By Fyodorov

Fyodorov reports the following key findings in his paper

• For any Gaussian field containing a linear term

the overlap never touches m? = 0

• With a strictly nonlinear Gaussian field however

the overlap exhibits a second-order phase transition!

Example: Purely Quadratic Field

ΓTh

0

1

1/σ2

m
?
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Key Observations By Fyodorov

Fyodorov suggests that this can be used to provide perfect secrecy

Well! This is the wiretap channel of Wyner!
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First Try: Let Fyodorov and Wyner Meet



Encryption on Top of Sphere Coding

We have two Gaussian channels:
• One to the good guy Bob with noise variance σ2B
• One to the bad guy Eve with noise variance σ2E

We spend some power on noise, say ξ, and remaining 1− ξ on the signal

0

1

1/σ2

m
?

Then, we set the minimum distance dB = 1−mB
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0

1

1/σ2

m
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Encryption on Top of Sphere Coding

We now go on the hypersphere and put 2K points, such that

min
i 6=j

‖si − sj‖2

DPS
≥ 2dB

We have perfect secrecy if we encrypt si by

the purely quadratic field

The secure transmission rate is then R = K/N

Best thing we can do is to

put as much points as possible

Finding maximum K is sphere covering

Let’s use an optimistic bound
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Encryption on Top of Sphere Coding

It didn’t really end up well! But David MacKay would have told us so

10 15 20 25 30

1

2

3

4

log 1/σ2B in [dB]

R
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Second Try: Introducing Fyodorov to Wyner



Encoding via Nonlinear Gaussian Fields

We represent the bits via s ∈ {±1}K and directly pass them through the field

x = V (s)

At the output of the Gaussian channel, we have

y = x + w

We then recover s via the Bayesian optimal algorithm

ŝ = E {s|y} =

Es

{
s exp

{
−‖y − V (s)‖2

2σ2

}}
Es

{
exp

{
−‖y − V (s)‖2

2σ2

}}
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Asymptotics via the Replica Method

We could now do some replica calculations
• Define the variational problem

finding the mutual information ≡ finding a free energy

• Using the replica method to find the free energy

We focus on the Bayesian optimal case, and hence the RS solution

RS Solution: Free energy (for you) or mutual information (for me) reads

Lm =
1

2
log (1 + ξm) +Qm

The overlap m?

m? = argmin
m∈[0,1]

Lm
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RS Solution: Free energy (for you) or mutual information (for me) reads

Lm =
1

2
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RS Solution: Linear Field

We start with a conventional linear field Φ (x) = x

start with small R = K/N and gradually increase it

0 1
0.6

1.4

m

L
m
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RS Solution: Linear Field

0

1

R

m
?

We can easily show that

overlap never touches m? = 0
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RS Solution: Purely Quadratic Field

RTh

0

1

R

m
?
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RTh

0

1

R

m
?

m? = 1

m? = 0
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RS Solution: Purely Quadratic Field

RTh

0

1

R

m
?

0 < m? < 1
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RS Solution: Purely Quadratic Field

RTh

0

1

R

m
? 1st order phase transition

2nd order phase transition
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RS Solution: Purely Quadratic Field

RTh

0

1

R

m
? 1st order phase transition

2nd order phase transition

C =
1

2
log

(
1 +

1

σ2

)
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RS Solution: Higher Order Fields

What if we go for higher orders?

C

0

1

R

m
?

The moral of story is
• Strictly nonlinear fields show all-or-nothing behavior
• The phase transition exactly occurs at Shannon’s capacity
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RS Solution: Higher Order Fields

We now only need to
• set the eavesdropper in the “nothing” area
• set the legitimate receiver in the “all” area

We have done this and verified that

Wyner’s bound is achieved

You might now tell me that

Forget about Wyner, we have found a good channel code

My answer would then be

Yes and No!
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A Step Back and Conclusions



Earlier Work by Sourlas (1989)

After the initial draft, I found out that Sourlas published a paper in 1989

It however did not find its way to information theory literature

as people considered it to be impractical
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Comments on Practicability

To be honest, “people” were partially right!

C
0

1

R

m
?

Asymptotic

For higher-order fields, we are always algorithmically at m = 0

unless we replace the random field with a spatially-coupled one!
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Conclusions

Nonlinear models show all-or-nothing property
• It has a direct application to secure coding
• It seems to provide secrecy to other learning problems

What am I looking for right now?
• Other applications for nonlinear generative models
• AMP-based implementation of Bayesian inference on nonlinear models
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Time for Questions

Special thanks to

• Yan Fyodorov
• Lenka Zdeborová
• Nicolas Macris
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