Installating and configuring the Shrewsoft VPN IPSEC

client for Windows (2k, XP, Vista, 7/8.x/10)

1. Installation

AHU, 1X/28/2015

1.1. Download the client software

The vpn client software: vpn-client-2.2.2-release.exe can be installed on 32
and 64 bits Microsoft Windows operating systems.

1.2. UniGE profile download

Do NOT use Internet Explorer (use Firefox or Google Chrome) to download
the profile file: http://wadme80.unige.ch/pubfiles/UniGE.vpn

1.3. Installation

Run the previously downloaded vpn client software:

(L) Shrew Soft VPN Client Setup

N
®

Click Next >

=R =)
Welcome to the Shrew Soft VPN
Client Setup Wizard

This wizard will guide you through the installation of Shrew
Soft VPM Client,

It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Mext to continue,

Mext = ] [ Cancel



https://www.shrew.net/download/vpn/vpn-client-2.2.2-release.exe
http://wadme80.unige.ch/pubfiles/UniGE.vpn

Select:Standard Edition

(L) Shrew Soft VPN Client Setup = = =

Software Edition rm“ SOFT
Choose the software edition you would like to install,
. UPNGL

Please select one of the following options:

() Professional Edition

This edition offers all the Standard edition features as well as several features that may be
helpful for users connecting to a corporate LAN. It will install with a 14 day evaluation period
limit. To use the Professional version after the evaluation period has expired, a dient license

(@ Standard Edition ‘

This edition provides a robust feature set that allows the user to connect to a wide range of
open source and commercial gateways. Itis free for both personal and commerdial use.
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< Back “ Mext = ] [ Cancel

Click Next >

() Shrew Soft VPN Client Setup = = =

License Agreement SHREW SOFT.
Please review the license terms before installing Shrew Soft VPN
Plesse . UPNCL

Press Page Down to see the rest of the agreement.

- opyright (c) 2006-2013 Shrew Soft Inc, { www.shrew.net ) -
All rights reserved.

SHREW SOFT VPN CLIEMNT
STAMDARD EDITIONM
SOFTWARE LICENSE AGREEMENT

R edistribution in binary form is permitted for both persanal and commercial use provided
that the following conditions are met:

1) Mu_di_ﬁmﬁun_ur remu'u'al_ ufa_ny portion uFthi_s suﬁwa_lre package prior to rgd_is_h'ibuﬁun -

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Shrew Soft VPN Client,

Mullsoft Install Svskem w2 .46

« Back “ I Agree ] [ Cancel

Click I Agree



({}) Shrew Soft VPN Client Setup = B |5

Choose Components rm“ SOFT.
Choose which features of Shrew Soft VPN Client you want to
Choos . UPNCL

Checdk the components you want to install and unchedk the components you don't want to
install. Click Mext to continue.

Select companents to install Lot il
Position waur mause
Program Files over a component ko
Metwork Drivers see ks descripkion,
IKE /IPsec Services
Start Menu Shortouts
Desktop Shortouts
Space reguired: 12.8MB

Mullsoft Install Svstem w246

<Back || Next> | | cancel
Click Next >
() Shrew Soft VPN Client Setup = @ | 22 |
Completing the Shrew Soft VPN
Chient Setup Wizard

Shrew Soft VPN Client has been installed on your computer.

Click Finish to close this wizard,

« Back Cancel

Click Finish

- D
The VPN Access Manager icon will appear on the Desktop VPN Access
after a successful installation. Manager




If "Error 0x8004a029: Couldn't install the network component” appears during
installation; you must increase the MaxNumFilters from 8 (default) to 14 (max) in the
following registry key:

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\Network\MaxNumFilters
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Edit DWORD (32-bit) Value (=3

Value name:

MacNumFitters
.‘u'alue data: Base
! 14 () Hexadecimal
‘G Decimal
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00 00 00 00 2c 0000 00 03 73 87 b2 fa cc 15 44 b0 bf...
ms_firewall_upper scheduler encryption compressi..

MNdisuio, rspndr, litdio, RasPppoe, Tcpip, Tcpipb

[

oK || Cancel

ms_tcpip ms_tcpipd ms_tcpip6_tunnel ms_tcpip_t...
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Computer\HKEY_LOCAL_MACHINE\SYSTEM\ CurrentContrelSet\Control\Metwork

and re-run the installation program (it might be necessary to uninstall the previously
broken vpn-client and reboot the PC before re-installation).

2. Configuration
Run the VPN Access Manager and import the profile: File >> Import
UniGE.vpn

0 VPM Access Manager

| File | Edit View Help

Connect

Imnport
Export

Preferences

Exit

Delete




Select the downloaded profile : UniGE.vpn and click Open

€% Import VPN File
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File name: UniGE.vpn ~ | Shrew Soft VPN File ("vpn)  ~|
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3. Connection

A VPN connection to UniGE is now configured; please remember that it will
not work while connected to the UniGE network (wired or WiFi)...

@ VWPM Access Manager
File Edit WYiew Help

Connect
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Add Modify  Delete




Give your UniGE credentials: Username (shortname), Password and click
Connect

#5 VPN Connect - UniGE.vpn =] -

Carnect | Metwork |

config loaded for site 'UniGE . vpr!'

Credentials

il Ilzemame  hugen

Pazsword | sessssse

| Comect || Est |

When successfully connected, a Login Banner pops up:
VPM Gateway Login Banner-
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Iniverzity of Geneva
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Ipdated WPM client zoftware:;
hitp: //etugdl.unige.ch/
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#5 VPN Connect - UniGEvpn =l

Cannect | Netwark |

lacal id configured "
remote id configured
pre-shared key configured
bringing up tunnel ..
network. device configured
tunnel enabled
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Credentials
Jzemame |hugen

Paszword

Dizconnect Canizel




4. UniGE VPN infrastructure rules

The VPN infrastructure is a shared resource often used by 120+ concurrent
users ; therefore, in order to preserve network bandwidth, the following
activities are strictly prohibited :

Peer to Peer (P2P)
Remote filesystem access ( CIFS, SAMBA, NFS, ...)
Video Streaming

The VPN infrastructure is provided to carry out academic or administrative
tasks ; abuse will result in account locking (temporary or definitive).
All other UniGE IT rules apply, see :

Students : http://www.unige.ch/stic/etudiants/regles/

Others : http://www.unige.ch/stic/papat/acces/
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