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V I N C E N T  P FA M M AT T E R

A D R I E N  A L B E R I N I

K E V I N  G U I L L E T

The new General Data Protection Regulation marked an unprecedented change in 
the EU data protection landscape. Charities are concerned by these changes, even if 
they are Swiss-based entities and do not aim for profits. Similarly, international or-
ganizations cannot fully ignore this new legislation. Exceptions and specificities 
apply however to such entities.

DATA PROTECTION AND THE SWISS 
NON-PROFIT SECTOR
How the GDPR considers the specificities of charities 
and international organizations

1. INTRODUCTION
There are many variations and definitions of charitable or-
ganizations, including non-profit organizations, grant-mak-
ing or operating organizations and non-governmental or-
ganizations (NGOs). For purposes of the present article, we 
will use the overarching definition of “charity”, which shall 
include of all these variations.

In Switzerland, charities can be defined as private legal en-
tities pursuing non-profit purposes. Swiss law foresees two 
main legal forms for such organizations, namely associations 
(Art. 60 et seq. of the Swiss Civil Code, CC) and foundations 
(Art. 80 et seq. CC).

The non-profit sector in Switzerland is also characterized 
by the presence of international organizations, which form 
an integral part thereof, even though such entities benefit 
from a widely different status under Swiss and international 
law.

This article addresses the extent to which the GDPR [1] con-
siders the unique nature of Swiss-based charities and inter-
national organizations. It is composed of five parts. First, we 
will briefly lay out the principles of the GDPR (Section 2). Sec-
ond, we will discuss its applicability to Swiss-based charities 
(Section 3). Third, we will dig into data protection specifici-
ties related to charities (Section 4). Fourth, we will address 
the (debated) application of the GDPR to international organ-
izations (Section 5). Fifth, we will present some cases in 

which sanctions have been applied under the GDPR, as well 
as data protection related sanctions that were imposed on 
charities in Europe (Section 6). To conclude, we will recom-
mend a few actions that may be taken by charities at this 
juncture.

2. EUROPEAN REGULATORY FRAMEWORK
The GDPR is the first significant update of data protection 
laws in Europe in over 23 years, as the previous EU directive 
applicable to this field was adopted in 1995, i. e. when the In-
ternet was just beginning to be widespread and no smart-
phone was available; in addition, Google and Facebook had 
not been created at that time. Based on fundamental liber-
ties [2], the GDPR embodies the right to informational self- 
determination and defines the right to privacy as a funda-
mental right [3].

The GDPR is an extensive piece of legislation with a wide 
scope of application. It encompasses 173 Recitals as well as 
99 articles representing altogether about a hundred pages of 
regulation.

Under the GDPR, personal data is defined as “any informa-
tion relating to an identified or identifiable natural person 
(‘data subject’); an identifiable natural person is one who 
can be identified, directly or indirectly, in particular by ref-
erence to an identifier such as a name, an identification num-
ber, location data, an online identifier or to one or more fac-
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tors specific to the physical, physiological, genetic, mental, 
economic, cultural or social identity of that natural per-
son” [4]. It results from this definition that the concept of 
personal data is meant to be broad and comprise any piece of 
information which may possibly be linked to a specific per-
son [5].

In a nutshell, the main principles of the GDPR may be sum-
marized as follows:
1. The principle of lawful processing: personal data shall 
only be processed lawfully. The GDPR sets out the grounds 
of lawful processing, such as the consent of the data subject, 
the performance of a contract, compliance with a legal obli-
gation, the protection of vital interests, the performance of a 
task carried out in the public interest or the legitimate inter-
ests of the entity processing the data [6].
2. Purpose specification and limitation: personal data shall 
be collected for “specified, explicit and legitimate purposes” [7]. 
It must be clear from the very beginning what are the pur-
poses for processing [8].
3. Data minimization: personal data shall be processed in a 
way which is “adequate, relevant and limited to what is nec-
essary in relation to the purposes for which they are pro-
cessed” [9]. This also includes the obligation to delete any 
personal data that is no longer needed [10].
4. Accuracy: personal data shall be “accurate and, where nec-
essary, kept up to date” [11]. It is also required to take every 
reasonable step to rectify or erase inaccurate data [12].
5. Storage limitation: personal data shall be kept only for 
the time needed in a form which enables identification [13]. 
On the contrary, anonymized data may be kept indefi-
nitely [14]. 
6. Integrity and confidentiality: personal data shall be pro-
cessed “in a manner that ensures appropriate security” [15], 
using appropriate technical and organizational measures.
7. Accountability: the data controller must be able to demon-
strate its compliance with the GDPR [16]. The data controller 
is legally responsible for any processing of personal data.

While the GDPR attracts most attention, one must bear in 
mind that the European regulatory framework applicable 
to data protection comprises, besides the GDPR, other rules 
and regulations, such as the Privacy and Electronic Commu-
nications Directive (the so-called ePrivacy Directive), which 
is also being revised [17].

In this context, it should further be mentioned that the 
Swiss Federal Data Protection Act of June 19, 1992 (DPA) [18], 
is currently being revised. The overhaul is being driven by 

the GDPR, as well as the latest amendments to the Council 
of Europe Treaty 108 [19]. The revised DPA  – in its current 
state – will mostly take over the GDPR principles.

The revised DPA is set to go through the parliamentary pro-
cess. The Political Institutions Committee of the National 
Council has postponed the consultation to the first quarter 
of 2019 during the spring session of the National Council [20].

3. APPLICATION OF THE GDPR TO 
SWISS-BASED CHARITIES
The GDPR states that the Regulation applies to the process-
ing of personal data in the context of the activities of an es-
tablishment in the European Union (the so-called establish-
ment criterion) [21]. Moreover, it also applies worldwide when 
the processing relates to goods and services offered to data 
subjects in the European Union [22] or when it implies the 
monitoring of their behavior in the European Union (the so-
called targeting criterion) [23].

On November 16, 2018, the European Data Protection Board 
(“EDPB”), an independent European body that contributes 
to the consistent application of data protection rules [24], 
published its Guidelines 3/2018 regarding the “territorial 
scope of the GDPR” [25]. These guidelines are relevant for 
Swiss entities and provide guidance on the conditions under 
which the GDPR applies outside the European Union. The 
Swiss Federal Data Protection and Information Commis-
sioner also published guidelines as to the application of the 
GDPR in Switzerland [26].

Regarding the establishment criterion, the EDPB recom-
mends a broad definition: it extends to any “real and effec-
tive activity – even a minimal one – exercised through stable 
arrangements” [27]. The EDPB adds that the “threshold for 

‘stable arrangements’ can actually be quite low [28] when the 
center of activities of a controller concerns the provision of 
services online […] the presence of one single employee or 
agent of the non-EU entity may be sufficient […]” [29]. Con-
cerning Swiss-based charities, the GDPR may be applicable 
under the establishment criterion as soon as one employee 
would act in the European Union on its behalf.

With respect to the targeting criterion, it requires a target-
ing element, such as offering goods or services or monitoring 
the behavior of data subjects [30]:
 The EDBP considers that “there needs to be a connection 
between the processing activity and the offering of good or 
service, but both direct and indirect connections are relevant 
and to be taken into account” [31]. Regarding in particular 
charities, one shall bear in mind that “[u]nder the GDPR, the 
fact that an organization may or may not require payment in 
exchange for its goods and services is irrelevant” [32].
 Regarding the monitoring of data subjects’ behavior, the 
EDBP considers that not all online activities should be 
deemed as monitoring activities. It is necessary to assess the 
controller’s purpose for processing the data, as they should 
involve behavioral analysis or profiling techniques [33].

For Swiss-based charities, the GDPR may also be applicable 
under the targeting criterion, should the offering of goods or 
services take place in the European Union, or if the charity 
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monitors the data subjects’ behavior on its website for exam-
ple (e.g. with use of Google Analytics tools).

4. GDPR SPECIFICITIES RELATED TO CHARITIES
4.1 Preliminary note: Charities compared to for-profit 
entities. On the one hand, charities carry out activities 
which differ to a significant extent from companies looking 
for profits. This is particularly the case when they have to in-
tervene in critical situations (Section 4.2 below) or perform 
charity-specific activities like fundraising (Section 4.3 below). 
From that perspective, the specific nature of the work per-
formed by charities raises specific types of data protection is-
sues.

On the other hand, charities are in many ways similar to 
for-profit companies. They deal with data concerning their 
employees, financial data, data from service providers (e.g. 
IT), etc. As such, charities encounter in their daily (business) 
life standard data protection issues, ranging from security 
and access to data, outsourcing of data management (for in-
stance for human resources treatments), storing data over 
time, as well as sharing data with third-parties or in coun-
tries located outside of the EU (Section 4.4 below).

The duality described above raises the question whether 
charities should be subject to particular data protection 
rules. As we will see hereafter, the EU regulatory framework 
specifically recognizes some particular activities of charities. 
Thus, a few provisions in the GDPR are dedicated to these ac-
tivities. That said and more generally, the GDPR applies re-
gardless of the nature of the entity concerned or of its activi-
ties. Therefore, it is left to data protection authories – when 
they issue guidance or enforce the GDPR  – to determine 
whether charities should benefit from any particular treat-
ment.

4.2 Processing of data relating to critical situations. 
Charities, and in particular NGOs, active in the humanitar-
ian field constantly have to collect and process (sensitive) 
data of individuals in the context of crisis, war or natural dis-
aster. The same is true with respect to charities working with 
vulnerable individuals that are in life danger in other con-
texts. In this regard, one should keep in mind that such situ-
ations may occur in or outside Europe.

Even if relying on consent [34] of the individuals whose per-
sonal data is collected and processed is the most prudent ap-
proach when managing personal data, there are instances, 
such as those described above, in which obtaining consent is 
not possible. In such cases, everything is more complicated, 
and it can be challenging to obtain and manage consent from 
employees, volunteers, and foremost from the beneficiaries 
(displaced people, refugees, injured individuals, victims of 
crimes and of war, etc.).

In this connection, many organizations active in the hu-
manitarian field have understood early on the importance of 
data protection in critical contexts and have moved towards 
(auto)regulating and controlling their activities. In this re-
spect, the ICRC is noteworthy. As a leader of humanitarian 
action, the ICRC has conducted a large study on the impor-
tance of protection data in the humanitarian environment 

and has published a “Handbook on Data Protection in Hu-
manitarian Action” which may serve a guideline to all 
NGOs active in this field [35].

Interestingly, the GDPR expressly takes into account the 
specificity of these cases and recognizes that consent is not 
the only ground for lawfully processing data in such con-
texts; the protection of vital interests or, even more generally, 
public interest may serve as a valid basis underlying the pro-
cessing of personal data. According to Recital 46 indeed, “the 
processing of personal data should also be regarded to be law-
ful where it is necessary to protect an interest which is essen-
tial for the life of the data subject or that of another natural 
person. Processing of personal data based on the vital inter-
est of another natural person should in principle take place 
only where the processing cannot be manifestly based on an-
other legal basis. Some types of processing may serve both 
important grounds of public interest and the vital interests 
of the data subject as for instance when processing is neces-
sary for humanitarian purposes, including for monitoring 
epidemics and their spread or in situations of humanitarian 
emergencies, in particular in situations of natural and man-
made disasters” [36].

This Recital is in our view welcome and justified. While we 
may discuss it at length, the following two considerations de-
serve to be mentioned:
 The humanitarian concept should not be interpreted too 
narrowly. Vital interest and public interest should in our 
view also justify the processing of personal data in relation 
to other critical situations which require the intervention of 
charities.
 The fact that vital or public interests may justify certain 
processing does not mean that the charity carrying out the 
activity in question is out of the scope of the GDPR. First, 
other activities of these charities, such as those addressed in 
Section 4.4 below, should not benefit from the same types of 
justifications, i.e. consent may be required in relation to cer-
tain types of activities. Second, even in cases in which chari-
ties process data based on vital or public interests, it does not 
mean that the other obligations set out in the GDPR should 
not be observed. In particular, charities would have to com-
ply with the general principles (such as transparency [37], 
meaning notably the need to adopt privacy policies) and man-
datory safeguards, such as the implementation of technical 
and organizational measures [38].

4.3 Fundraising and marketing campaigns. Fundraising 
is a key element for most charities. In this context, one recur-
ring question concerns the conditions under which a charity 
may conduct a fundraising and/or marketing campaign, by 
reaching out via email, post mail or phone to potential do-
nors (both past and new donors) [39]. A related topic is 
whether a charity may research information on potential do-
nors, use publicly available information and create potential 
donor profiles (on this issue, see also Section 6 below) [40].

The safe answer to these questions is: get consent [41].Obvi-
ously, if charities may rely on consent of the data subjects for 
their fundraising and marketing activities, they will be on 
the safe(st) side. In practice, this raises some issues, however: 
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 First, in a charity-donor relationship, it is obviously deli-
cate to request consent for processing personal data to some-
one who has just given some of his money to a charity.
 Second, if a charity wishes to extend its population of do-
nors, proceed to explanatory research in this field, or reach 
out to potential new donors, as a matter of fact, it will not 
have the prior consent of such prospects.

Considering these issues, charities support in some occasions, 
where consent is missing, that they may process data based 
on their legitimate interest.

In this respect, it should first be noted that legitimate in-
terest implies that a due diligence assessment be performed. 
This assessment (also referred to as the 3-step legitimate in-
terest assessment, “LIA”: purpose, necessity and balance) [42] 
includes notably the necessity to balance the interests of the 
data controller (i.e. here, the charity) or a relevant third party, 
against the rights of data subjects [43].

The main downside of legitimate interest over consent is 
that it relies on one’s own assessment, with no guarantee that 
an authority would share the outcome of the assessment.

In relation to charities, the GDPR (and more particularly its 
Recitals) does not contain any mention according to which 
charities would be entitled, because of their particular na-
ture, to rely more than for-profit entities on legitimate inter-
est in order to justify the processing of personal data in rela-
tion to their funding and marketing activities.

Interestingly, the Information Commissioner’s Office of 
the United Kingdom addressed this specific issue and pro-
vided for a dedicated course of action to be observed:

“A charity wants to send fundraising material by post to individu-
als who have donated to them in the past but have not previously 
objected to receiving marketing material from them. The charity’s 
purpose of direct marketing to seek funds to further its cause is a 
legitimate interest. The charity then looks at whether sending the 
mailing is necessary for its fundraising purpose. It decides that it 
is necessary to process contact details for this purpose, and that 
the mailing is a proportionate way of approaching individuals for 
donations. The charity considers the balancing test and takes into 
account that the nature of the data being processed is names and 
addresses only, and that it would be reasonable for these individu-
als to expect that they may receive marketing material by post 
given their previous relationship. The charity determines that the 
impact of a fundraising mailing on these individuals is likely to be 
minimal; however, it includes details in the mailing (and each sub-
sequent one) about how individuals can opt out of receiving postal 
marketing in future” [44].

In our view, there are two main takeaways to be drawn from 
this guidance:
 First, the UK Data Protection Authority does not exclude 
the fact that a charity may rely on its legitimate interest to con-
duct funding and marketing campaigns. On another hand, 
this authority does not say that legitimate interest may be a 
sufficient ground in any given instance. As a result, one may 
conclude that this has to be determined on a case by case basis.
 Second, the UK Data Protection Authority addresses the 
case in which a charity is dealing with data of previous do-

nors. It does not address the question of whether a charity could 
reach out to new potential donors, with whom it has never 
had contacts before [45]. With no doubts, the balance of inter-
ests in favor of the charity would be more difficult here, and 
one might have to wait until a Court decides on the legality 
of such activity under the GDPR to reach more legal certainty.

Lastly, besides the GDPR, soliciting (potential) donors by 
electronic means such as e-mails or sending e-mail newslet-
ters falls under the scope of the ePrivacy Directive referred 
to in Section 2 above. This regulation requires prior consent to 
email communications. Thus, the ePrivacy Directive adds an-
other layer of obligations on charities (and other entities 
alike) [46]. Similarly, Article 3 para. 1(o) of the Federal Act 
against Unfair Competition [47] prohibits spamming activi-
ties.

4.4 Other activities of charities involving data. In addi-
tion to the typical activities addressed above, charities carry 
out many other activities involving the processing of per-
sonal data, such as organizing congresses, courses and sem-
inars. While it cannot be excluded that in some specific cir-
cumstances the very nature of charities might justify the ap-
plication of a somewhat more lenient treatment of these 
activities from a data protection perspective, this should as a 
matter of principle not be the case. Indeed, it does not seem 
that disregarding the right to self-determination of the indi-
viduals whose data are processed and the related safeguards 
set out in the GDPR in relation thereto may be justified only 
based on the fact that charities do not have a for-profit pur-
pose. As a consequence, all developments under data protec-
tion law relating to the activities of for-profit entities are 
likely to be also relevant for charities.

5. GDPR AND INTERNATIONAL ORGANIZATIONS
While this may be surprising at first glance, the GDPR con-
tains 75 entries for the words “international organizations”.

The GDPR defines an international organization (IO) as 
an “organisation and its subordinate bodies governed by 
public international law, or any other body which is set up 
by, or on the basis of, an agreement between two or more 
countries” [48]. Thus, the GDPR “seems to equate IOs with 
third countries as entities that are subject to a body of law 
other than EU law” [49].

The intersection between the GDPR and IOs is a complex 
(and to some extent also, political) issue.

The first question that arises in this respect is whether the 
GDPR applies to IOs. The ICRC Handbook takes  position as 
follows: “International Organizations enjoy privileges and 
immunities to ensure they can perform the mandate attrib-
uted to them by the international community under interna-
tional law in full independence and are not covered by the 
jurisdiction of the countries in which they work. They can 
therefore process Personal Data according to their own rules, 
subject to the internal monitoring and enforcement of their 
own compliance systems; in this regard they constitute their 
own ”jurisdiction” [50]. In short, the GDPR would at first 
sight not to apply, per se, to IOs.
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Thus, although the GDPR has its own material and territo-
rial scope (see Section 3 above), its applicability to IOs primar-
ily depends on the privileges and immunities of the con-
cerned IOs and on the IO’s status of international law in the 
EU legal order [51]. In this connection, it should be noted that 
the relations between the EU and the IOs are defined by ei-
ther formal or informal agreements, by exchange of letters 
or by setting up certain practices [52].

Second, even if most IOs are of the view that the GDPR 
does not apply to them, they often unilaterally decide to 
comply with the GDPR, as it has turned out that it is not via-
ble for them otherwise (this may be the main takeaway for 
charities), in particular for the following reasons:
 Transfer of data to IOs: IOs receiving data from EU based 
sources cannot ignore the GDPR, given that Article 44 GDPR 
requires that transfers of personal data to IOs shall comply 
with the GDPR. In their day-to-day operations, IOs interact 
with other entities which are subject to the GDPR and have to 
comply with all obligations set out in this piece of regulation, 
in particular when they enter into agreements with third 
parties (including IOs) comprising the processing of personal 
data.
 Reputation: As a “force for good”, IOs generally acknowl-
edge the importance of this body of law, as well as the neces-
sity for them to be able to offer a similar level of protection of 
data. From a reputational perspective, it would therefore be 
difficult for IOs to argue that they do not follow the best 
standards relating to the protection of individuals, including 
in the field of data protection.

As a last note, the above rationale also applies to UN agen-
cies. For these reasons, some of these agencies have already 
adopted comprehensive internal privacy policies, which are 
largely compliant with GDPR standards [53].

6. SANCTIONS AND REGULATORS ACTIONS 
AGAINST CHARITIES
One of the reasons for which the GDPR has attracted much 
attention around the world is the sophisticated and heavy re-
gime of sanctions that has been embodied into this piece of 
legislation. This regime has been inspired by the rules exist-
ing now for decades in competition law and which have 
largely contributed to the effective implementation of and, 
respectively, compliance with this field of law. In short, 
under the GDPR, fines may be imposed up to EUR 20 million 
or, in the case of an undertaking, 4% of its total worldwide 
annual turnover [54]. Even if the GDPR speaks of administra-
tive fines, such fines may reasonably qualify as sanctions of 
quasi-criminal nature [55].

Addressing the whole regime governing sanctions under 
the GDPR would obviously go beyond the scope of this paper. 
Therefore, we will limit our developments to the following 
three issues:
 First, sanctioning charities is not a theoretical question; it 
happens in practice. Cases in the UK even before the entry 
into force of the GDPR include, for instance, Battersea Dog’s 
and Cats’ Home upon which a fine of £ 9 000 was imposed for 
tele-matching, i.e., using personal data to obtain and use 

telephone numbers which data subjects may have chosen not 
to provide to the data controller [56], and Cancer Research UK, 
upon which a fine of £ 16 000 was imposed for notably using 
the services of a wealth screening company to analyze the fi-
nancial capacity of its supporters in order to identify those 
that would have the means and propensity to make a larger 
donation to the charity [57]. While these amounts remain rel-
atively modest, one should take into consideration that those 
charities were also indirectly sanctioned through the publi-
cation of the decisions handed down by the ICO, which af-
fects their reputation.
 Second, one could be tempted to argue that charities do 
not realize any turnover and therefore that no sanction based 
on any turnover could be imposed on such entities. Even 
though it is true that some charities do not realize any turn-
over, some other charities have a commercial activity in order 
to serve their public-interest purpose and thus do realize a 
turnover. Moreover, it cannot be excluded that the funds re-
ceived by charities (donations, subsidies, etc.) qualify as turn-
over within the meaning of data protection law. Last, and as 
indicated above, turnover is not the only parameter based on 
which fines can be imposed; fines can go up to EUR 20 mil-
lion regardless of any turnover.
 Third, the first sanctions based on the GDPR have been re-
cently imposed, and some lessons may be learned from these 
cases. In Portugal, for instance, a hospital was heavily fined 
(EUR 400 000) for, among other reasons, not setting up a 
proper access right policy, which led to an overly broad access 
to medical records by employees of the hospital [58]. Such an 
issue is relevant for many charities, and in particular, for sev-
eral charities in the humanitarian field which have access to 
sensitive data relating to people in war zones or being in pre-
carious situations.

7. CONCLUSION: WHAT CHARITIES SHOULD DO
It results from the above that the GDPR considers, to some 
extent, the unique nature of charities and IOs. This is evi-
denced by some Recitals of the GDPR and the guidance pro-
vided by data protection authorities as to its application.

That said, this does not mean that the GDPR is not applica-
ble to Swiss-based charities. On the contrary, such entities 
can, in our view, not ignore this piece of regulation, and they 
must take necessary steps to ensure compliance therewith. In 
short, this means notably (i) mapping the data held by the 
charity and understanding the data flows, (ii) adopting the 
appropriate policies (e.g. data retention policy, data breach 
policy, policies governing the use of technologies), (iii) veri-
fying and, as the case may be, adapting internal processes, 
(iv) verifying and, if need be, adapting the contractual agree-
ments with employees and third parties (including consult-
ants), and (v) training staff.

While implementing such compliance measures, charities 
may obviously rely on resources available, such as for in-
stance the Guidelines issued by Swissfoundations on the ap-
plication of the GDPR in the non-profit sector [59].� n
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