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Abstract—Digital fingerprints have recently received a lot of in-
terest in multimedia applications due to their low dimensionality
and security/privacy preserving capabilities. In digital fingerprint
extraction, random projections play an important role due to
their approximate distance preserving property. This paper is
dedicated to the analysis of the statistical properties of digital
fingerprints obtained based on random projections. In particular,
we were able to demonstrate that this sort of mapping guarantees
approximate decorrelation of its output with high probability.

I. INTRODUCTION

In recent years, many multimedia applications such as
content based retrieval, content filtering and automatic tagging,
content based identification and authentication, and biometrics
are using high dimensional multimedia data, that are fre-
quently privacy-sensitive. There exist several approaches to
deal with these problems, such as robust hashing or digital
fingerprinting. A digital fingerprint represents a short, robust
and distinctive content description, allowing fast operations.

Multimedia management and security applications based
on digital fingerprinting have received a lot of interest in
the research community and several different approaches for
digital fingerprinting have been proposed. In most cases,
digital fingerprinting consists of a dimensionality reduction by
applying some content independent transform and binarization
[1], [2], [3]. For security/privacy reasons, this transform can
also be key-dependent. The main idea behind digital fin-
gerprinting approaches is to extract digital fingerprints of a
lower dimensionality with a maximum possible entropy. For
instance, in the binary case one expects the bits of digital
fingerprints to be independently and equally likely 0s and 1s.
Since multimedia data are correlated, one of the principle tasks
of the dimensionality reduction transform is to eliminate the
correlation between their samples.

The optimal mapper that possesses such properties is the
Karhunen-Loève transform (KLT) [4]. This transform perfectly
decorrelates data as well as optimally compacts their energy
into fewer amount of elements, making dimensionality re-
duction straightforward. However, the price to pay for this
optimality is its data dependence and high computational
complexity. The latter issue gains importance due to the
fact that computational complexity of this transform can be
evaluated as O(N3), where N is the dimensionality of its

input [5]. Besides the above drawbacks, the necessity to share
the basis vectors for the decoding stage makes this transform
unpractical in the privacy-sensitive applications.

In order to relax this dependence, several approximations
of the KLT were proposed. These include, for example,
the Discrete Cosine Transform (DCT) and Discrete Wavelet
Transform (DWT) [4], which demonstrate a nearly optimal
decorrelation of locally correlated data. The basis vectors of
these transforms are fixed and independent of the statistics of
their inputs. Due to their decorrelation and energy compaction
capabilities as well as the existence of fast implementation
algorithms, they are a common tool in various signal and
image processing applications. However, similarly to the KLT
the main drawback of such fixed basis transforms consists
in the public disclosure of the basis vectors, which could be
unacceptable for multimedia security applications [6].

One solution to overcome this privacy/security shortcoming
is a randomized mapper that can be designed based on random
projections (RP) [2]. The RP have been the object of much
interest due to their ability to preserve distance between
vectors after embedding into a lower dimensional space that
has also recently been recognized in the Compressed Sensing
community for sparse data [7], [8]. Moreover, by applying
the RP one can convert an unknown distribution of original
data to Gaussian [9]. However, in multimedia applications,
data are correlated. Although the decorrelation property of
orthogonal transforms is well-known [4], the RP are based
on approximately orthogonal bases. The statistics of projected
data, e.g., the covariance matrix, are not well justified. On
the other hand, prior knowledge of the statistics of extracted
digital fingerprints to evaluate the performance of content
based identification and retrieval systems is mandatory.

Therefore, the main goal of this paper is to investigate
the statistical properties of digital fingerprints based on the
RP for different classes of image models that include either
independent and identically distributed (i.i.d.) models with a
symmetric Probability Density Function (PDF), which models
the output coefficients of the DCT or DWT, or correlation-based
models like the Gauss-Markov processes, which capture image
pixel dependencies directly in the coordinate domain [4]. At
our best knowledge, this problem was not addressed yet by the
research community in the current formulation. The analysis in
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Fig. 1. Digital fingerprint extraction.

[10] was focus rather on the performance analysis of forensic
fingerprinting based on i.i.d./ correlated fingerprints than on
the statistical analysis of fingerprint generating model.

The outline of the paper is as follows. Section II contains
a statistical analysis of data correlation in the RP domain.
Experimental validation of our theoretical results is presented
in Section III. Finally, Section IV concludes the paper.

Notations: We use capital letters X to denote scalar random
variables and X to denote vector random variables. Corre-
sponding small letters x and x denote the realizations of
scalar and vector random variables, respectively. All vectors
without sign tilde are assumed to be of length N and with
the sign tilde of length L, i.e., x = {x1, x2, . . . , xN} and
x̃ = {x̃1, x̃2, . . . , x̃L}, where xi, x̃j are elements of x and x̃,
respectively (1 ≤ i ≤ N, 1 ≤ j ≤ L). Bernoulli(p) indicates
the Bernoulli distribution with the probability of success p.
B(N, p) denotes the Binomial distribution with N trails and
probability of success p. E[·] designates the expectation.

II. STATISTICAL ANALYSIS

This Section is dedicated to the statistical analysis of
extracted digital fingerprints using the RP and binarization.
Digital fingerprint extraction, which is illustrated in Fig. 1,
consists of two following steps: Dimensionality reduction
and Binarization. At the dimensionality reduction stage, the
dimensionality of data X is reduced from N to L, L ≤ N ,
by applying the RP, which are approximately orthoprojectors,
i.e., wwT ≈ IL , where w ∈ 1√

N
{±1}L×N with elements

Wij ∼ Bernoulli( 12 ), 1 ≤ i ≤ L and 1 ≤ j ≤ N . The
transform W can also be generated using some secret key
K. At the binarization stage, L-length binary data are derived
from the projected data elements by taking the sign of the pro-
jected data, i.e., Bx = {sign(X̃1), . . . , sign(X̃L)}, sign(x) ={
1,x > 0
0,x ≤ 0

, where X̃ = wX for a given w.

A. Correlated Data Analysis

In this Section, we investigate the statistics of digital finger-
prints obtained by applying the RP in the coordinate domain.
We assume that the data X are real zero-mean random vectors
modeled as the Gauss-Markov process. This is a simple but
often-used model in image processing [4]. For a given w, one
has:

Kx̃x̃ = E[wXXTwT ] = wKxxw
T , (1)

where Kxx is defined by [4]:

Kx̃x̃ = σ2
X


1 ρ . . .ρN−1

ρ 1 . . .ρN−2

...
...

. . .
...

ρN−1ρN−2. . . 1

 , (2)

where ρ is the normalized correlation coefficient. We prove
the following proposition for statistical modeling of projected
data.

Proposition 1 (Decorrelation property of RP). Let the ele-
ments of the RP matrix, w of size L×N and 1 < L ≤ N , be
drawn from the probability mass function (PMF) Pr{Wij =
+ 1√

N
} = Pr{Wij = − 1√

N
} = 1

2 , and X be a real zero-mean
random vector modeled as the Gauss-Markov process with
variance σ2

X and normalized correlation coefficient ρ. Then,
we have:

Pr

{
max
i 6=j
|Kij

x̃x̃| > βσ2
X

}
<

1

L
, (3a)

Pr
{
max
i
|Kii

x̃x̃ − σ2
X | > ασ2

X

}
<

2

L(
1
ρ )
, (3b)

where β =

√
12
N

(
1−ρN
1−ρ

)2
lnL, α =

√
8
N ρ
(

1−ρN−1

1−ρ

)2
lnL.

Proof: At first, we consider off-diagonal elements of Kx̃x̃

that can be expanded as follows:

Kij
x̃x̃=

N∑
r=1

N∑
c=1

wirK
rc
xxwjc

=σ2
X (wi1wj1 + · · ·+ wiNwjN )︸ ︷︷ ︸

T ij0

+σ2
Xρ (wi1wj2 + wi2wj1 + · · ·+ wiN−1wjN + wiNwjN−1)︸ ︷︷ ︸

T ij1

+. . .+ σ2
Xρ

N−1 (wi1wjN + wiNwj1)︸ ︷︷ ︸
T ijN−1

= σ2
X

N−1∑
k=0

ρkT ijk . (4)

Due to symmetry of the covariance matrix, we investigate
upper off-diagonal elements only, i.e., 1 ≤ i < j ≤ L. In
order to bound these elements, we evaluate an upper bound
for the probability that the largest upper off-diagonal elements
of Kx̃x̃ is greater than σ2

X

(
1−ρN
1−ρ

)
ζ, where ζ is a positive

real value. This probability is given by:
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ij
k
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(5)



where (a) follows from the fact that there are only L(L−1)
2

such i.i.d. random variables [11], (b) follows form the gener-
alized Chebyshev inequality [12] for s ≥ 0, (c) holds form
(4), and κk = ρk

(
1−ρ
1−ρN

)
and

∑N−1
k=0 κk = 1. Then, we have:
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2
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2
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)
, (6)

where (a) holds due to the convexity of exp(·), (b) follows
from the fact that E

[
exp(sT ijk )

]
is the moment generating

function of T ijk that is the sum of Nk ∈ {N, 2(N −1), . . . , 2}
i.i.d. Bernoulli(0.5) random variables V ij = WirWjc ∈
{+1
N , −1N }, (c) holds due to the fact that V ij is a bounded

random variable [13], and (d) holds by choosing s = N2ζ
Nk

.

By setting β =
(

1−ρN
1−ρ

)
ζ, the probability can be bounded

by:

Pr

{
max
i6=j
|Kij

x̃x̃| > σ2
Xβ

}
≤ exp

(
−N

4

(
1− ρ
1− ρN

)2

β2

)
.

(7)

By substituting β =

√
12
N

(
1−ρN
1−ρ

)2
lnL, (3a) is obtained.

For the diagonal elements of Kx̃x̃ we have:

Kii
x̃x̃=σ

2
X +

N∑
r=1

N∑
c=1

r 6=c

wirK
rc
xxwic

=σ2
X + 2σ2
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Xρ
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= σ2
X + 2σ2

X
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ρkDii
k ,

(8)

Similar to (5), we evaluate an upper bound for the probability
that the largest deviation of diagonal elements of Kx̃x̃ from
σ2
X is greater than 2σ2

X

(
ρ−ρN
1−ρ

)
ε, where ε is a positive real

value. This probability is given by:
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ε
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X
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ε

}
(b)
=2L exp(−sε)E

[
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s
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(c)
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[
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λkE
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(
−Nε

2
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)
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where λk = ρk
(

1−ρ
ρ−ρN

)
and

∑N−1
k=1 λk = 1, (a) follows from

the fact that there are only L such random variables which are
identically distributed [11], (b) follows form the generalized
Chebyshev inequality [12] for s ≥ 0, (d) results from the
convexity of exp(·), and (e) holds following the same results
of parts (c) and (d) in (6) and by choosing s = N2ζ

2(N−k) . By

setting α = 2
(
ρ−ρN
1−ρ

)
ε, we have:

Pr
{
max
i
|Kij

x̃x̃ − σ
2
X | > σ2

Xα
}
≤ exp

(
−N

8

(
1− ρ
ρ− ρN

)2

α2

)
.

(10)

By substituting α =

√
8
N ρ
(

1−ρN−1

1−ρ

)2
lnL, (3b) is obtained.

Remark 1. For a sufficiently large N and L, L ≤ N , α→ 0
and β → 0, Kx̃x̃ asymptotically converges to σ2

XIL with
high probability. Moreover, from the fact that the content
source is the Gauss-Markov process, which implies that the
content vector x is jointly Gaussian, and RP is a linear
transform, the projected data x̃ follows the jointly Gaussian
distribution, i.e., X̃ ∼ N (0,Kx̃x̃). Therefore, since elements
of x̃ are asymptotically uncorrelated, Kx̃x̃ ≈ σ2

XIL, one can
conclude that x̃ are asymptotically i.i.d. In addition, the digital
fingerprint extracted from x̃ consists of L bits that are i.i.d.
Bernoulli( 12 ) due to symmetry of the Gaussian distribution.

B. Independent Identically Distributed Data

As mentioned in Section I, multimedia data can be modeled
as i.i.d., i.e., X ∼ p(x) =

∏N
i=1 p(xi), where p(xi) is a

symmetric distribution with zero mean and the variance σ2
X

in certain domains. For example, p(xi) can be approximated
by a Generalized Gaussian distribution, due to the property
of DCT or DWT coefficients of multimedia data [14], [15].
Therefore in this section we investigate the covariance matrix
of projected data in order to justify the correlation induced by
the RP to the i.i.d. data.



Collary 1 (uncorrelatedness preservation property of RP).
Let the elements of the RP matrix, W, be generated as in
Proposition 1, and X is drawn i.i.d. from a common stationary
distribution with variance σ2

X . Then, the diagonal elements of
covariance matrix of the projected noise X̃ = WX are equal
to σ2

X , i.e., ∀i,Kii
x̃x̃ = σ2

X , and all off-diagonal elements of
Kx̃x̃ satisfies:

Pr

{
max
i 6=j
|Kij

x̃x̃| > δσ2
X

}
<

1

L
, (11)

where δ =
√

12
N lnL.

Proof: This is a corollary of Proposition 1, where ρ→ 0.
For the off-diagonal elements of Kx̃x̃, we can easily derive
(11) by substituting ρ = 0. For the diagonal elements, α|ρ=0 =

0. Thus, Pr{maxi|Kii
x̃x̃ − σ2

X | > 0} < limρ→0
1

L(
1
ρ )

= 0 for

all L > 1, which implies that ∀i, 1 ≤ i ≤ L,Kii
x̃x̃ = σ2

X .

Remark 2. For a sufficiently large N and L, L ≤ N ,
δ → 0 and Kx̃x̃ converges to σ2

XIL with high probability.
Then, one can conclude that the samples of projected data are
asymptotically uncorrelated. Moreover, in the case that the
data are generated i.i.d. from the Gaussian distribution, one
can conclude that the binary digital fingerprint extracted from a
projected content consists of L bits that are i.i.d. Bernoulli( 12 ),
due to the fact that the Gaussian distribution is symmetric,
and uncorrelated and identically distributed Bernoulli random
variables are i.i.d.

III. SIMULATION RESULTS

In this Section we present experimental validation of our
theoretical findings for synthetic data and real images.

First we apply the RP generated according to the setup
discussed in Section II to the i.i.d. zero mean unit variance
Gaussian data of length N = 210. Fig. 2 illustrates the impact
of the RP on the the projected data with the same dimension-
ality (Fig. 2(a)) and the reduced dimensionality (Fig. 2(b)). It
is possible to observe that such a transform nearly preserves
the uncorrelatedness of its i.i.d. input according to the upper
bound (11) defined in Proposition 1.

The second set of tests was dedicated to the experimental
justification of the decorrelation capabilities of the RP. For
this purpose, we carried out a number of experiments, where
the input data are generated from a Gauss-Markov process
with the normalized correlation coefficient 0.5 ≤ ρ ≤ 0.95.
The results are demonstrated only for ρ = 0.95 and 0.75
(Fig. 3). These results confirm the theoretical finding of
Proposition 1 stating that the residual correlation is accurately
upper bounded by (3a).

The third set of tests is assigned to the RP uncorrelatedness
preservation and decorrelation capabilities for real images in
DCT and spatial domains. The tests have been performed for a
set of 1180 images of African animals with size 256×384 from
Corel image collection provided by Duygulu et al. [16]. Fig. 4
illustrates the RP application to the real images in different
domains. The results presented in Fig. 5(a) and Fig. 6(a)
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(b) N = 210, L = 27

Fig. 2. I.i.d. preservation property of RP: (a) the first row of Kxx and
Kx̃x̃, and (b) the first 128 elements of the first row of Kxx and Kx̃x̃. x
is generated from the i.i.d. Gaussian process with σ2

X = 1. δ represents the
upper bound on the maximum value of non-diagonal elements of Kx̃x̃.

demonstrate the average two dimensional autocorrelation for
1180 real images in DCT and spatial domains, the last 512
elements of the average autocorrelation of projected DCT
coefficients (Fig. 5(b)) and real images (Fig. 6(b)) using RP,
and finally the last 512 elements of the average autocorrelation
of the extracted digital fingerprints (Fig. 5(c) and Fig. 6(c)).
The obtained results demonstrate that elements of extracted
binary fingerprints are almost uncorrelated.

The obtained results justify the accuracy of Proposition
1 applied to real data in the coordinate and DCT transform
domains. Furthermore, the results from Fig. 5 and Fig. 6
indicate that the correlation between the samples of the digital
fingerprints extracted from images in DCT and spatial domain
are approximately the same under the explained RP. Conse-
quently, one can conclude that by directly using RP in spatial
domain instead of joint usage of the DCT and RP, the digital
fingerprints with the same properties can be extracted with a
lower complexity.

IV. CONCLUSIONS

In this paper, we presented a statistical analysis of dig-
ital fingerprint extraction using the RP. We succeeded to
demonstrate that the output of the RP for this type of input
has an asymptotically diagonal covariance matrix with high
probability.
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(a) ρ = 0.95
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(b) ρ = 0.75

Fig. 3. The first 256 elements of the first row of Kxx and Kx̃x̃, where x
is generated from the Gauss-Markov process with σ2

X = 1. x and x̃ have the
length of N = 215 and L = 28, respectively. δ represents the upper bound
on the maximum value of non-diagonal elements of Kx̃x̃.

Since the RP are only approximate orthoprojectors, we
analyzed the correlation that such a transform might induce
into i.i.d. models of images in some domains like DCT and
DWT. Using a similar statistical arguments we showed that the
data in the RP domain will converge to a diagonal covariance
matrix with high probability. Our theoretical findings were
successfully confirmed by a set of experimental results for
synthetic data and real images.
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Fig. 5. I.i.d. preservation property of RP for real images: (a) the average
two dimensional autocorrelation of the 2D-DCT of real images, (b) the last
512 elements of the average autocorrelation of projected DCT coefficients
using RP, and (c) the last 512 elements of the average autocorrelation of
the extracted digital fingerprints. Rj

xx and Rj
bxbx

denote the jth element
of autocerrelation of a projected data and an extracted digital fingerprint,
respectively.
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Fig. 6. Decorrelation property of RP for real images: (a) the average
two dimensional autocorrelation of the set of real images, (b) the last 512
elements of the average autocorrelation of projected images using RP, and
(c) the last 512 elements of the average autocorrelation of the extracted digital
fingerprints. Rj

xx and Rj
bxbx

denote the jth element of autocerrelation of a
projected data and an extracted digital fingerprint, respectively.


