Mobile visual object identification:

from SIFT-BoF-RANSAC to SketchPrint

S. Voloshynovskiy, M. Diephuis, T. Holotyak

University of Geneva
Switzerland

February 11, 2015

S. Voloshynovskiy, M. Diephuis, T. Holotyak SketchPrint February 11, 2015 1/25



Overview

@ Problem under consideration

© Exisiting technologies and their restrictions

© Proposed solution: SketchPrint
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Problem under consideration (1)

Goal
to develop efficient methods for the identification and security of physical
objects based on images acquired from mobile phones

o ldentification: to establish a type of the object in the group

w € {1,---, M} (discover functionalities, augmented reality, 3rd
screen, etc.)

e Security: to verify the authenticity of object (anti-counterfeiting)
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Problem under consideration (1)

Goal

to develop efficient methods for the identification and security of physical
objects based on images acquired from mobile phones

o ldentification: to establish a type of the object in the group

w € {1,---, M} (discover functionalities, augmented reality, 3rd
screen, etc.)

e Security: to verify the authenticity of object (anti-counterfeiting)
Targeted physical objects

e Packaging (pharma, cosmetics, ...),

e Watches (both metal and plastic)

e Electronics (molding)

@ Printed documents (incl. text docs, certificates, ID docs, ... )
Remark: no added or embedded features
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Problem under consideration (2)

Product identification on mobile phones
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Problem under consideration (2)

Product identification on mobile phones

Once identified

@ Connect to services: buy, find similar, find on map, check for
promotions, check suitability (ingredients, dosage, ...)

o Verify the authenticity: authentic/fake

@ Inform brand owners: market study, fake detection ...
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Problem under consideration

Particularities of objects

@ Very heterogeneous visual content (packages, watches, labels, text
docs, microstructures/textures....)

@ Similar visual appearance within the same class: many objects look
very similar (only small differences)

@ Visual features: not very rich
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Problem under consideration

Particularities of objects

@ Very heterogeneous visual content (packages, watches, labels, text
docs, microstructures/textures....)

@ Similar visual appearance within the same class: many objects look
very similar (only small differences)

@ Visual features: not very rich

Why not digital watermarking?
o All objects should be watermarked: invasive and back-comparability
o Not all objects can be watermarked (watches, etc...)

@ Recent theoretical study indicates that visual identification systems
are superior to watermarking in terms of identification rate.
[Farhadzadeh, Willems, Voloshynovskiy, I1SIT2015]

Our goal: identification based on non-invasive technology
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Exisiting technologies: SIFT+BOF+RANSAC (1)

Extract about 1000 descriptors Encode descriptors
s —_ ——— 300-700 bytes/image
L]
=  Weak = Fisher vectors
= Non discriminative = Residual vectors

Extract coordinates

o0
L]
[ o
L] o C
° ® o OMPIESS —____, about 1-3 Kbytes/image
° coordinates
o o &

Observations:
@ Local features are not very discriminative and quite weak
@ Main gain comes from fusion of multiple weak features assuming that

some of them will survive = huge redundancy
@ Very complex encoding methods are used to compress this redundancy

@ Geometric re-ranking is needed for fine pruning
February 11, 2015 6 /25
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Exisiting technologies: SIFT+BOF+RANSAC (2)

}

Probe image List Caainaiie
BoF ﬁ( ) re-ranking
y
Database of Database of
descriptors geometries
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Exisiting technologies: SIFT+BOF+RANSAC (2)

}

Probe image List Caainaiie
BoF ﬁ( ) re-ranking
y
Database of Database of
descriptors geometries

o If BoF fails to produce a short list, then the identification is based
only on geometric re-ranking = huge complexity
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Exisiting technologies and their restrictions (3)

Example of SIFT: real packages (BoF without geometric re-ranking)
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Exisiting technologies and their restrictions (4)

Example of SIFT: text documents (BoF without geometric re-ranking)

Private content n based on soft finge

100 SIFTs enrolled 1000 SIFTs enrolled

0 T00 200 300 500 500 000
Order statistics
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Exisiting technologies and their restrictions (5)

Example of SIFT: microstructure images (BoF without geometric
re-ranking)

100 SIFTs enrolled 1000 SIFTs enrolled
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Proposed solution: SketchPrint

Extract about 100 descriptors

Encode descriptors

< (w) € X%

= Robust
= Very discriminative

@ To use a small number of very discriminative and robust descriptors
@ No need in complex encoding (fine VQ suffices = high precision)

@ Do not store any geometric information = memory, complexity, no
need in geometric re-ranking

Strategy:
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Sketch descriptor

SketchPrint main idea
Extract a sketch connecting two reference points
a b 1 L lb:z

x'(m)
Line trace |—>| Scaling l—» Normalisation |—>| Quantization I—D——>
escriptor

Codebook

Main steps of SketchPrint:

@ key-points detection and filtering
@ SketchPrints extraction and filtering
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SketchPrint on different contents: discriminative power

Text/Logos - BRAND b

Random
microstructures -
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Robust key point extraction and filtering

Main problem No reliable key-point detector exists and no measure of
reliability
Core idea

@ FAST key point detector tends to produced clustered key-points
under certain parameters

@ Use redundancy to estimate reliability = clustering

e
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SketchPrints extraction and filtering
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Test for informativeness
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Descriptor testing: known key point positions
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Descriptor testing: SIFT vs SketchPrint

Example of SIFT: real packages (BoF without geometric re-ranking)
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Descriptor testing: SIFT vs SketchPrint

Example of SIFT: text documents (BoF without geometric re-ranking)

Private content identification based on soft fingerpr

100 SIFTs enrolled

o
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Descri testing: SIFT vs SketchPrint

Example of SIFT: microstructure images (BoF without geometric
re-ranking)

100 SIFTs enrolled 100 SketchPrints enrolled
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Descriptor testing: ldentification on UCID dataset

Identification test on UCID dataset: SIFT, ORB and SketchPrint
real images under projective transform, AWGN (o = 10) and JPEG Q=80
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Remark:

@ SketchPrint produces unique identification without any geometric
re-ranking
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Brand security based on "high-res” visual inspection
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@ Buy from eBay and enjoy your ... fake
e Can you find the differences (without the original)?

@ http://www.dino.co.uk/labs/2011/
how-to-spot-fake-chanel-coco-mademoiselle/
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Counterfeiting detection

Once object is identified = his design is known

Original Fake Detected difference
BRAND BRAND
Secure Secure
Object Object
Identification Identification -
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Conclusions

New framework
@ SketchPrint works well on different visual contents
@ SketchPrint is more robust, distinctive and compact than SIFT
o Efficient search and storage without any geometric re-ranking

@ Potential gains for security and privacy
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SketchPrint: one can reconstruct from 1000 SIFTS with geometry but it
is difficult to reconstruct from 100 SketchPrints without geometry!
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The End
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